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CHAPTER ONE
Introduction

John V. Parachini

n early December 2021, a bipartisan group of con-

gressional representatives called for the creation of a

bipartisan commission to “get the answers the world

deserves about this pandemic’s origin and a compre-
hensive health and national security strategy to protect and
equip the United States in the event of another devastating
emergency '—“this pandemic” being the coronavirus dis-
ease 2019 (COVID-19) pandemic that began in late 2019,
spread throughout the world in early 2020, and was in the
midst of yet another worldwide surge in cases as 2021 drew
to a close.

At a World Health Assembly meeting in the same
week in December 2021, only the second such meeting
held by the World Health Organization (WHO), govern-
ment officials from WHO member states began negotia-
tions on a global pandemic treaty. The WHO Director
General Tedros Adhanom Ghebreyesus told the assembled
member state representatives that he welcomed their deci-
sion “to establish an intergovernmental negotiating body
to draft and negotiate a WHO convention, agreement or

other international instrument on pandemic prevention,
preparedness and response.” He went on to argue that
negotiating new international instruments was neces-
sary to “keep future generations safer from the impacts
of pandemics.”™ As new variants of the COVID-19 virus
emerge, it is encouraging to see some leaders leaning for-
ward to prepare to address a future pandemic.

The deadly havoc the COVID-19 pandemic has caused
around the globe has highlighted many shortcomings
that need to be addressed so that nations are able to better
respond to future outbreaks. Incursions into natural envi-
ronments increase the chances of human contact with
animals that might result in zoonotic (between humans
and animals) spillover of disease. Environmental effects
of global warming make it likely that deleterious changes
in natural environments will increasingly bring humans
and animals in contact and the planet will experience out-
breaks of new diseases with widespread effects.*

Although not all future outbreaks will be as severe as
once-in-a-century pandemics like those caused by the 1918
influenza or COVID-19, the pace of outbreaks in the past
two decades suggests that such occurrences may become an
increasingly common phenomenon. In the past 20 years,
multiple outbreaks of zoonotic diseases have occurred.




The pathogens responsible for West Nile virus (1999), Rift
Valley fever (2000), Severe Acute Respiratory Syndrome
(SARS) (2002), HIN1 influenza (2009), Middle East respi-
ratory syndrome (MERS) coronavirus (2012), and Asian
highly pathogenic avian influenza H5N1 (2014) are all
believed to be zoonotic transfers from animals to humans.
As Tom Tugendhat, chair of the UK foreign affairs com-
mittee, observed, “The Industrialisation of animal hus-
bandry and human intrusion into areas replete with wild
animals raises the risk of viruses jumping species. The
more viruses we encounter, the greater the risk that a more
virulent pathogen will take hold, leading to an even more
deadly pandemic.”™

In responding to the COVID-19 pandemic, policymak-
ers in countries around the globe have, in some instances,
made serious errors in judgment and bowed to bureau-
cratic and political malfeasance. Despite these failings,
other policymakers, public health officials, and scientists
showed great courage and produced amazing medical and
scientific breakthroughs. For example, the rapid produc-
tion of effective vaccines has been game changing in many
respects. However, the failure to quickly share information
about the outbreak, take measures advocated by scientific
and health authorities, stick with policies aimed at reduc-
ing virus transmissibility, and swiftly distribute vaccine
supplies worldwide are just a few of the factors that contrib-
uted to the pandemic’s tragic and enduring results.

Investigating the origin and response to COVID-19
will inevitably uncover significant errors in judgment by
leaders of China, the United States, other nations, and
the WHO. Some mistakes stemmed from encountering
a once-in-a-century event that, despite many warnings,
policymakers and public health officials were not prepared

to swiftly counter with sound actions. Chinese officials
took actions to stem the adverse political fallout from the
outbreak that furthered its spread. Local and provincial
officials failed to appreciate the outbreak’s danger and con-
tinued to hold events when doing so likely furthered the
spread of the disease, and then withheld information that
might have helped others respond to the outbreak.

When local doctors in Wuhan, China, attempted to
warn of the danger, they were silenced. When Wuhan
residents expressed concern and anger on Chinese social
media, authorities at all levels of government clapped down
on the flow of information and developed a narrative about
the outbreak that skewed the initial facts and deflected
blame to reduce political and bureaucratic fallout. The
Chinese mistakes and misdeeds in handling the outbreak
have been detailed in several accounts.® Since others have
so ably chronicled this history, authors contributing to this
volume sought to add new information and identify issues
that warrant discussion and debate to help prevent, warn,
and/or better manage a future pandemic.

China was not the only country whose actions con-
tributed to the pandemic’s extended reach. On multiple
occasions, as the virus spread throughout the United
States, President Donald Trump and other senior mem-
bers of his administration downplayed the severity of the
outbreak, did not follow evidence-based recommended
health practices like mask wearing, and endorsed false
treatments, such as hydroxychloroquine or ivermectin,
neither of which medical authorities recommended; several
of the promoted treatments were dangerous. Whether these
actions were motivated by a disdain for expertise, eschew-
ing public health in favor of perceived economic benefits,
or an attempt to improve political fortunes, the net result




was disastrous.” Many preventable deaths resulted.® A
growing body of literature chronicles the official U.S. mis-
takes, misdeeds, and political manipulation of the response
to the pandemic.” As with the early events in China, the
authors contributing to this volume sought not to repeat
what others have already written on this subject.

Instead, this collection of short essays examines topics
that will help the United States and others prepare for and
respond to future outbreaks of infectious disease. Each
essay describes a problem that arose in response to the
outbreak and suggests options that may address it. Given
their brevity, these essays are not designed to be the final
word on any of the topics raised. Instead, they are designed
to stimulate informed discussion and further research on
measures to take in the future.

Any complete analysis of the pandemic response
needs to account for the degree to which blatantly political
considerations by national leaders exacerbated the tragic
situation. Similarly, the controversy regarding the origin
of the SARS—CoV-2 (the virus that causes COVID-19) in
Wubhan, China, cannot go without mention. Throughout
this Perspective, we reference studies that argue that the
historical pattern is a zoonotic spillover to a human, or,
conversely, that the failure to find a genetic match with
animal host and considerable circumstantial evidence sug-
gest the Wuhan Institute of Virology (WIV) is the source.
While several authors take note of this controversy, the
essays do not attempt to resolve those issues.

The interdisciplinary group of RAND Corporation
researchers that contributed to this volume provides policy
perspectives to inform future commissions and negotia-
tions that are relevant for a range of origin explanations.
These essays aim to provide options for national and inter-

national leaders charged to “keep future generations safer
from the impacts of pandemics,” to use the words of the
WHO director-general, Tedros Adhanom Ghebreyesus.!

These essays are organized loosely according to the
chronological evolution of the pandemic. Chapters with
related content are also put in successive order. They inves-
tigate the following topics.

Warning about threats without actors. The first essay
outlines the abundance of warning that a major outbreak of
some kind was possible, even imminent. Yet warning about
threats to national security that do not have an obvious
perpetrator—state or terrorist—poses an inherently dif-
ficult challenge for analysts to alert policymakers in a way
that persuades them to take proactive measures. Analyzing
threats without actors and effectively communicating the
danger to busy policymakers places a burden on analysts
to come up with new ways to assess threats and alert poli-
cymakers and responders of all types to the implications of
the danger (Chapter Two).

Lessons from China’s early decisions. The next essay
explains the challenges Chinese officials faced in discern-
ing the severity of the outbreak and then communicating
to international authorities and other nations what they
discovered and what the implications might be. Follow-
ing the SARS outbreak more than a decade earlier, Chi-
nese authorities attempted to make improvements in the
response plans and procedures for handling a new infec-
tious disease outbreak. Unfortunately, their response to the
SARS-CoV-2 outbreak that led to COVID-19 was adversely
influenced by internal Chinese bureaucratic government
practices, regional political concerns, and, ultimately,
national political concerns about the country’s reputation
in the international community (Chapter Three).




Reforming the WHO. Transparency gaps at the outset
of COVID-19 raised questions about the role and responsi-
bility of the WHO during a regional outbreak that quickly
had global implications. The WHO’s role and responsibili-
ties are largely defined by its member states. When an out-
break occurs and appears to start in one country, tensions
between national sovereignty, economic stability, security,
and international responsibilities ultimately emerge. The
essay on WHO reform describes how these challenges
influence the operations of the WHO and presents vari-
ous options that have been put forward to “reform” and
“empower” the WHO in the wake of the current pandemic.
The recently announced negotiations for a convention on
pandemics will serve as a forum to discuss proposals that
would enhance the role and capabilities of the WHO to
address future pandemics (Chapter Four).

Conducting complex scientific research with danger-
ous biological materials. Whether or not the COVID-19
pandemic originated from laboratory work with bat
coronaviruses, questions remain about the nature of the
research undertaken with these viruses at the WIV.!! There
are concerns not only about the safety and security of the
institute’s procedures for handling coronaviruses, but also
that the institute engaged in risky and dangerous research
on coronaviruses. This type of research may be well inten-
tioned to assess spillover potential, figure out the charac-
teristics of future viruses, or aid in the development of vac-
cines and therapeutics to address them. Richard Ebright,
lab director at Rutgers University’s Waksman Institute of
Microbiology, observed in congressional testimony that
“Because gain of function research of concern poses high—
potentially existential—risks and provides limited benefits,
the risk-benefit ratio for the research almost always is

unfavorable and in many cases is extremely unfavorable.”?
Attempting to get ahead of nature runs the risk of creating
something nature has not, and if it somehow escapes from
the lab, as Ebright noted, the dangers greatly outweigh the
benefits. Another concern is that some research of this
kind can be perverted for military purposes to develop a
new infectious disease that no one else can defend against.
Ultimately, this type of research challenges laboratory
leaders and research funders to balance potential risks and
benefits. Easy solutions involving greater regulatory mea-
sures may reduce potential benefits and achieve limited
practical restraint. Even if new regulations are designed
to reduce risks, policymakers and public health officials
should advocate training and education on lab leadership,
mentorship, and research ethics (Chapter Five).
Prioritizing biosafety and biosecurity. Concern
about laboratory safety practices as a possible cause of
the COVID-19 outbreak in China and the proliferation of
high containment laboratories raise questions about future
research with dangerous pathogens. Even if the COVID-19
pandemic did not originate from a lab leak, the histori-
cal record of accidents must be addressed. Prior to the
COVID-19 outbreak, the proliferation of high containment
facilities being built around the globe was significant. In
the wake of the pandemic, even more labs are planned. The
upside of this proliferation of labs is that more countries
will have testing and genetic sequencing capabilities that
help policymakers effectively manage a future outbreak.
The downside is the risk that not all countries have the
skills, experience, or regulatory structure to ensure safe
and secure operations of laboratories to handle dangerous
pathogens. More labs may result in more lab accidents. The
biotechnology revolution offers great promise but also has




inherent risks that need to be managed effectively (Chap-
ter Six).

Ensuring access to medical supplies. The COVID-19
pandemic exposed flaws in the stockpiling of medical
supplies essential for responding to a pandemic, as well
as national supply chain vulnerabilities affecting these
materials. In the United States, chronic underfunding of
programs to ensure an adequate supply of personal protec-
tive equipment (PPE), adequate testing capabilities, and
medical equipment, such as ventilators, catalyzed a search
around the globe for supplies. Much of the needed equip-
ment was in short supply because of the unanticipated
emergency demand and the lack of adequate stockpiled
reserves. The United States was not alone in facing these
shortages. With a host of vulnerabilities exposed, the chal-
lenge U.S. policymakers confront is how to hedge against
uncertain health risks at a reasonable cost and how to
manage the supply chain risks for those supplies that are
not cost effectively made in America (Chapter Seven).

American public support for vaccine globalism.
With support from the Robert Wood Johnson Founda-
tion, RAND researchers conducted a survey of American
public opinion about the U.S. sharing of vaccines with
other countries. Conventional wisdom was that the United
States should first meet all the vaccine needs of the home-
land before sharing any of the vaccines that resulted from
U.S. government (USG)-sponsored research and develop-
ment. As the Biden administration aggressively promoted

vaccinations throughout the United States, the head of
the WHO and other foreign leaders chastised the United
States for its policy of promoting booster vaccine shots
before providing vaccines to developing countries facing
the prospect of significant outbreaks with much of their
populations unvaccinated. The RAND survey revealed
that the American public supported vaccine sharing, in
part because it was persuaded that the pandemic would
endure longer in the U.S. homeland if it were not contained
abroad as well. These findings suggest that policymakers
and public health officials may have more opportunity
for alignment in public health attitudes and practice than
previously perceived (Chapter Eight).

Conclusions. In this final chapter, the project leaders
highlight key findings from the preceding chapters and
briefly outline three additional areas that warrant exami-
nation. First, a comparative examination across countries
is needed to identify best practices and pitfalls. Countries
faced the waves of infection differently and had different
approaches for managing them. Second, policymakers and
public health officials need to figure out how to achieve
a unity of public health purpose at all levels of govern-
ment. Initial consensus on public health guidance broke
down over time in some states and regions and resulted
in preventable deaths. Third, disinformation—some of it
coming from national leaders—contributed to the fraying
of national consensus on public health measures (Chap-
ter Nine).







CHAPTER TWO
“You Warned Me, but You Did Not
Convince Me”

John V. Parachini

President Joe Biden told intelligence officials, during a
visit to the National Counterterrorism Center, that “More
people have been killed in the United States of America
because of COVID than in every single major war we
fought combined,”® a sobering observation. While the
president’s comment may overstate the historical record
for effect, the quantity of deaths, economic damage, and
collateral physical and mental health effects is stagger-
ing. He went on to say to the assembled audience, “you’re
going to have to increase your ranks with people with sig-
nificant scientific capability relative to pathogens.”* Two
months later, Scott Gottlieb, former director of the Food
and Drug Administration, wrote in the Washington Post
that “Deploying intelligence agencies and assets to moni-
tor outbreaks would advance our public health goals and
help guard against adversaries who would try to exploit the
chaos brought on by a health crisis.”’* Providing warning
of a rare threat before it gets out of control and in a way
that policymakers comprehend well enough to take mean-
ingful action is a difficult task, given all the issues that
must be taken into account.

Whose Mission Is It Anyway?

Is the U.S. Intelligence Community (IC) the right element
of the government to warn about an impending naturally
occurring health crisis? Intelligence organizations’ core

mission and comparative advantage is to collect hidden
information, frequently government secrets, and make
sense of puzzles and mysteries that contain information to
give policymakers decision advantage.

Information on naturally occurring events, such as
disease outbreaks, comes from a range of sources, most
of which are not intentionally hidden. Public health clin-
ics, agricultural stations, epidemiology surveillance units,
and research laboratories are just a few sources for this
information. While some intelligence analysts may weave
information from these sources into their analysis of global
health issues, the profession typically focuses on states or
individual actors who pose intentional threats or present
opportunities to further American interests. Intelligence
analysts may assess how nonactor forces affect states or
individuals, but they do not necessarily have a comparative
advantage over university researchers, investment bank-
ers, health professionals, or environmental scientists in
understanding observable phenomena in the natural world.
The IC is not inherently better configured to provide early
warning on naturally occurring events than organiza-
tions that do not have clandestine missions as part of their
charter.

Human incursion into pristine natural environments,
causing unexpected environmental changes, increases
the likelihood that people will become infected by novel
diseases—zoonotic diseases that will jump from animals to
humans. Jeffrey D. Sachs, President of the United Nations
(UN) Sustainable Solutions Network, observed that dis-
eases “that emerge from the transmission of viruses from
wildlife to humans (so-called natural zoonoses) call for
precautionary measures in human farming, consumption
of bushmeat, and rearing and trade of livestock.”® Intelli-




gence services have little comparative advantage at discov-
ering these types of disease outbreaks.

Intelligence services may provide some insight into
the work and safety practices of research laboratories, par-
ticularly if the laboratories are suspected of having links to
military organizations. Two decades of U.S. and Russian
collaboration on cooperative threat reduction programs
associated with the nuclear, biological, and chemical weap-
ons programs of the former Soviet Union suggests that
scientist-to-scientist exchange programs provide insight
into the activities of a lab without the costs and risks inher-
ent in clandestine operations.!” These types of exchanges
also serve as a deterrent to labs embarking on either risky
or internationally prohibited types of research activities.
The challenge with these types of exchanges is that they
survive as long as political relations between states allow
them to do so.

Laboratories that hide their activities because of links
to military or dual-use research and are not transparent
with the international scientific community are another
matter. The prospect that the COVID-19 outbreak resulted
from a lab leak in Wuhan, China, where safe and secure
research practices were known not to have been consis-
tently employed and where local and national officials
downplayed these lapses, changes the nature of the mis-
sion in a way that the intelligence community, rather than
the scientific community, may be better positioned to
investigate.!

If authorities hide or prevaricate about valuable
information that might have prevented millions of deaths
concerning the origin of an outbreak, this is hidden infor-
mation worth getting. However, finding ways to promote
trust, diminish the stigma associated with outbreaks, and

make transparency about outbreaks the norm of respon-
sible state behavior will likely be an easier and cheaper

way to obtain critical information than trying to acquire

it clandestinely. Ultimately, some combination of means is
probably needed, given how governments fear reputational
damage from outbreaks and the difficulty in building trust
with some governments. If a foreign government is deter-
mined to hide the existence of a disease outbreak within its
borders, and that event risks cascading in a way that affects
the well-being of neighboring countries or the United
States, then the IC should use all its means to obtain that
information for the benefit of U.S. policymakers.

Outlines of the Intelligence Community’s
Biosecurity Mission Take Shape

The U.S. Congress is already taking steps to expand the
mission of the IC to include biological events that endanger
the country, regardless of their origins. When announc-
ing the bipartisan agreement on the 2022 Intelligence
Authorization Action (IAA), committee chair Adam Schiff
stated that he was “particularly pleased by the significant
progress made with this authorization act . . . to protect
against future pandemics and global health threats ... "
It remains to be seen whether congressional direction will
be acted upon by IC leaders. If funds are allocated for this
specific purpose, the chances are greater than if there is
just an exhortation to do something.

The TAA outlines three measures designed to augment
the IC’s responsibilities to address biological threats. First,
the IAA calls for expanding the mission and changing the
name of the National Counterproliferation Center to the
National Counterproliferation and Bio-Security Center.2
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The TAA calls upon the President to charge the Center to
serve as “the lead for the intelligence community for the
integration, mission management, and coordination of
intelligence activities pertaining to biosecurity and foreign
biological threats, regardless of origin.”?!

Second, the Act calls for “Biennial Reports on Foreign
Biological Threats,” defined as “biological warfare, bioter-
rorism, naturally occurring infectious diseases, or acci-
dental exposure to biological materials, without regard to
whether the threat originates from a state actor, a nonstate
actor, natural conditions, or an undetermined source.”
There are many talented scientists employed by the IC, but
many more will need to be added to meet the expansion
and higher priority of this mission. Keeping scientists cur-
rent on developments in a rapidly evolving scientific field
will be a challenge when they serve as intelligence analysts
rather than working in laboratories.

Finally, the IAA requests a report on the pros and cons
of adding the Office of National Security, currently a part
of the U.S. Department of Health and Human Services
(HHS), as a “new element” to the IC. The intent of this
recommendation is to facilitate information sharing within
the government about health events around the globe.
Public health personnel have historically been reluctant
to publicly align too closely with intelligence organiza-
tions for fear of being branded as spies and making foreign
public health authorities reluctant to engage with them.
Transparency and trust are essential elements for sharing
information about health events, and anything that might
jeopardize sharing health information raises concern.

Policymakers tend to
focus on iImmediate
problems and may not
readily invest political
capital to understand or
address low-probability
out high-consequence
threats that do not seem
imminent.

The Warning and Convincing Conundrum

When Henry Kissinger was National Security Advisor, he
reportedly once said to intelligence officials, “you warned
me, but you didn’t convince me.”?3 As this chapter will
describe, the IC did warn policymakers of the possibility of
a devastating global pandemic. Policymakers tend to focus
on immediate problems and may not readily invest political
capital to understand or address low-probability but high-
consequence threats that do not seem imminent.
Intelligence officials face a different dilemma. If they
warn too soon and too often, their message frequently
gets ignored. This crying wolf syndrome occurs when the
threat does not seem to appear. Yet, if intelligence officials
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wait until the evidence is clear and compelling—when the
proverbial wolf is at the door—then policymakers cannot
do much about it. Add to this dilemma the challenge that
policymakers do not necessarily perceive threats according
to their likelihood but according to other fears. For exam-
ple, terrorist acquisition and use of biological weapons

has received disproportionate policymaker attention and
resources versus a natural outbreak.

Policymakers, and the public for that matter, perceived
an intentionally caused outbreak by a malicious human
actor as more likely and warranting great government
action. In contrast, natural outbreaks, which have been
more common in the past two decades, evoke less fear than
terrorist use of biological materials as weapons. Terrorist
attacks with unconventional materials, such as disease,
poisons, or radioactivity, have been rare and ineffective
but nonetheless have stimulated considerable government
response relative to the health and economic impacts.?*
Meanwhile, the COVID-19 pandemic has caused far more
deaths than some major wars. The efforts to address natu-
ral outbreaks as opposed to the fear of intentionally caused
outbreaks have received disproportionate attention, given
the probability and the consequences.

One of the challenges in warning of the threat posed
by nonactor events, such as pandemics, is the difference
between how analysts work and how policymakers work.
As one long-time intelligence analyst described the differ-
ence in approaches, “intelligence analysts typically do their
work (linear, cerebral, mostly written) and . . . policymak-
ers do theirs (nonlinear, transactional, mostly oral and
interactive).”?® These fundamentally different approaches
can lead to different assessment of risks, opportunities, and
the perceived imminence of pending events.

Another complicating element is the difference
between strategic warning and tactical warning. When
intelligence analysts warn about a tactical event, a poli-
cymaker needs to make an immediate or near-term deci-
sion on something about to happen. In contrast, analysts
warning about strategic challenges alert policymakers
to forces and events that have an uncertain probability
or are slow to evolve. The best a policymaker can do to
address strategic challenges is take defensive and proac-
tive measures to shape the future development. Warning
about an imminent threat with high probability gets more
immediate attention than warning about a low-probability
threat that is difficult to understand and carries uncertain
consequences. The lower-probability event may not seem
likely enough to get policymaker attention. Two-year and
four-year election cycles in the United States add to this
dilemma. The immediate crowds out the strategic.

Warning Given

The IC provided plenty of strategic warning about the pos-
sibility of a pandemic over the past 20 years. Since 1997,
the National Intelligence Council has produced a Global
Trends report every four or five years that highlights issues,
threats, and opportunities 15 years in the future. These
reports provide each newly elected presidential administra-
tion a long view into the future. Aside from the first report
issued in 1997, every report issued since—2000, 2004, 2009,
2012, 2017—warned of the prospect of a global pandemic.
Similarly, since 2006, five of the six Directors of National
Intelligence (DNTs) identified infectious disease or pan-
demics as a serious threat to the nation in their annual
threat assessments.
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The Global Trends report issued in 2004 was remark-
ably prescient on the prospect and implication of a global
pandemic given that it was published after the 9/11 attacks
and was contemporaneous with high-tempo U.S. mili-
tary operations in Iraq. Perhaps because it was finished
during the 2003 SARS outbreak, the report looked out to
2020 with a section entitled “Asia: The Cockpit for Global
Change?” It stated that “High population concentrations
and increasing ease of travel will facilitate the spread of
infectious diseases, risking the outbreak of pandemics.” In
another subsection entitled “What Could Derail Global-
ization?” the report offered that “Short of a major global
conflict, which we regard as improbable, another large-
scale development that we believe could stop globalization
would be a pandemic.”® Later in the subsection, the report
stated that “Some experts believe it is only a matter of time
before a new pandemic appears, such as the 1918-1919
influenza.””’

Even if the Global Trends reports seemed to look too
far into the future for policymakers to act upon, DNIs’
annual threat assessment testimony to Congress repeat-
edly warned of the implications a pandemic might have for
national security. For example, in February 2006, the first
DNI, John Negroponte, testified that “In the 21st century,
our Intelligence Community has expanded the definition
of bio-threats to the U.S. beyond weapons to naturally
occurring pandemics. The most pressing infectious disease
challenge facing the U.S. is the potential emergence of a
new and deadly avian influenza strain, which could cause a
worldwide outbreak, or pandemic.”?® His successor as DNI,
Michael McConnell, offered a similar view in his annual
threat assessment testimony two years later. DNI McCon-
nell argued that “The most pressing infectious disease

challenge for the United States is still the potential emer-
gence of a severe influenza pandemic.”

In the Global Trends report published in 2008 that
looked out to 2025, there is a text box entitled “Potential
Emergence of a Global Pandemic.”? It notes that “The
emergence of a novel, highly transmissible, and virulent
human respiratory illness for which there are no adequate
countermeasures could initiate a global pandemic.”™! The
report goes on to outline a scenario where “a pandemic
disease emerges . . . probably ... first...in an area marked
by high population density and close association between
humans and animals, such as many areas of China and
Southeast Asia.”*? Anticipating some of the measures
employed during the COVID-19 pandemic, the report
hypothesizes that “Despite limits imposed on international
travel, travelers with mild symptoms or who were asymp-
tomatic could carry the disease to other continents.”?

The following year, consistent with the preceding
DNIs, Dennis Blair testified in 2009 that the “most press-
ing transnational health challenge for the United States
is still the potential for emergence of a severe pandemic,
with the primary candidate being a highly lethal influenza
virus.”4

Global Trends 2030: Alternative Worlds, issued in 2012,
identified a “severe pandemic” as one of seven “Poten-
tial Black Swans that would cause the greatest disruptive
influence.”> While this report looked out to 2030, the fore-
sight offered eerily resonates with the current COVID-19
pandemic. “Any easily transmissible novel respiratory
pathogen that kills or incapacitates more than one percent
of its victims is among the most disruptive events possible.
Such an outbreak could result in millions of people suffer-
ing and dying in every corner of the world in less than six
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months.”® In the text box entitled “Pandemic: Unanswered
Questions,” the report observed that “No one can pre-

dict which pathogen will be the next to start spreading to
humans, or when or where such a development will occur,
but humans will continue to be vulnerable to pandemics,
most of which will probably originate in animals.”’

In DNT James Clapper’s annual threat assessment testi-
mony, he acknowledged the difficulty of anticipating health
risks and stated that “No one can predict which pathogen
will be next to spread to humans or when or where this
occurs. However, humans remain vulnerable, especially
when a pathogen with the potential to cause a pandemic
emerges.”® In 2017, during the Trump administration, DNI
Daniel Coats testified that “A novel or reemerging microbe
that is easily transmissible between humans and is highly
pathogenic remains a major threat because such an organ-
ism has the potential to spread rapidly and kill millions.”*

The Global Trends report published in 2017 contained
a vignette occurring in 2023 that presaged the COVID-19
outbreak as it hypothesized that “The global pandemic
of 2023 dramatically reduced global travel in an effort
to contain the spread of the disease, contributing to the
slowing of global trade and decreased productivity.™® A
“major trend” in the report is that environmental changes
may result in “the emergence, transmission, and spread of
human and animal infectious diseases.” There is abundant
evidence that the coronavirus that ignited the COVID-19
disease originated from bats in China. What remains
unclear is whether the disease lodged in humans came
directly from bats or from laboratory work with bat virus-
es.*! The IC report that President Biden directed the DNI
to prepare was not able to conclude with a high degree of
confidence whether the outbreak resulted from a natu-

ral zoonotic spillover or a laboratory accident involving
coronavirus in bats.#? Thus, the question about the origin
remains an open one.

One of the imperfections of the annual threat assess-
ments is that they also are characterized by a long list of
threats. Given all the near-term clear and present dangers,
it is hard for policymakers to dedicate the attention and
energy to low-probability but potentially high-consequence
threats that come from nature rather than adversary states
or terrorist groups. All these issues are important. Busy
policymakers must make many choices and factor in the
political implications, which affect their freedom of action
on any major issue. If the implications are vague or far in
the future, they are difficult to gauge and not likely to be
addressed in the short term.

Part of the problem with the Global Trends reports is
that they look out so far in the future on so many issues
that it is hard for policymakers to sort through all the
issues and make decisions that shape outcomes that may
occur years after they have left office. The report written
in 2000 that looked out to 2015 discusses “surveillance
of infectious disease outbreak” along with such issues
as monitoring international financial flows, warning
of extreme weather events, humanitarian assistance for
refugees, counterterrorism, the protection of intellectual
property rights, and at least 12 other topics. This is a time
frame that extends far beyond the political time horizon
of most policymakers. The tendency of policymakers is to
act upon the issues that have clear human perpetrators and
bear near-term political consequences. It is harder to grasp
the political value of addressing evolving issues that are not
driven by human perpetrators.
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No matter the quality or timeliness of the warning,

the worldview and judgment of the policymaker is the
element that no number of organizational, investment, or
numan capital changes can address.

DNIs appointed by successive presidents from dif-
ferent political parties consistently warned about the
national security danger of a pandemic. During the Bush
and Obama administrations, the national security staff
took actions to increase pandemic preparedness across
the government. These preparedness measures included
assembling response plans and conducting exercises with
relevant government entities. Table 2.1 is a Centers for
Disease Control and Prevention (CDC) table depicting 20
years of pandemic planning guidance, exercises, and rel-
evant events.*?

This timeline of official planning documents, exer-
cises, and responses to biological events was complemented
by many exercises and studies by private, nongovernmental
organizations.** The exercises and studies aided public
officials in preparing for large-scale disasters, but they also
added to the perception of the terrorist biological weap-
ons threat. Whatever was gained in the 40 years of exer-
cises, planning events, and studies proved insufficient to
address many of the public health challenges posed by the
COVID-19 pandemic.

The IC was not alone in warning about the danger and
implications of a pandemic outbreak. Microsoft Founder

Bill Gates also warned of an outbreak.*> In a 2015 TED
Talk, Gates discussed the 2014 Ebola outbreak and argued
that “if there’s one positive thing that can come out of the
Ebola epidemic, it’s that it can serve as an early warning, a
wake-up call, to get ready.™® According to Gates “The fail-
ure to prepare could allow the next epidemic to be dramati-
cally more devastating.™’

During the Bush and Obama administrations, plans
were developed, revised, and exercised. After the SARS
outbreak in 2002-2003, the Bush administration drew up
extensive plans to handle a pandemic.*® Unfortunately, the
Trump administration “jettisoned the Obama playbook,”
which built on efforts by the Bush administration, on how
to manage a pandemic.?’ In April 2018, President Trump’s
newly appointed national security advisor John Bolton
refocused the national security staff in the White House on
traditional security threats on the grounds that, as Michael
Lewis describes in his history of the U.S. response to the
pandemic, “the only serious threats to the American way
of life came from other states” and the focus should be on
hostile foreign powers “rather than, say, natural disasters or
disease.” Thus, no matter the quality or timeliness of the
warning, the worldview and judgment of the policymaker
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TABLE 2.1
Timeline of Selected Key Events in Pandemic Planning, United States, 1978-2008

Year Event Outcome or Follow-up
1978 First U.S. pandemic plan, drafted by Federal Interagency Planning workgroup and its process assisted in strategy for addressing
Working Group on Influenza 1977-1978 influenza A(H1N1) outbreak.
1983 Revision of 1978 U.S. pandemic plan The revised plan laid groundwork for subsequent planning documents.
1988 Institute of Medicine report, The Future of Public Health? The report recognized the need to improve public health surveillance
and response.
1992 Options for the Control of Influenza Il meeting, Courchevel, The meeting led to formation of the U.S. Federal interagency Group on
France Influenza Pandemic Preparedness and Emergency Response in 1993.
1997 Publication of elements of the U.S. pandemic preparedness plan The report updated the action plan, and a further update was published
in Journal of Infectious Disease® in 2002 in Clinical Infectious Diseases.
1998 Centers for Disease Control (CDC) emerging infectious disease Pandemic influenza was noted as an emerging infection.
strategic plan update
1999 Council of State and Territorial Epidemiologists survey data Enhanced influenza surveillance was recognized as a cornerstone of
published pandemic preparedness.
1999 WHO Guidelines for Regional and National Planning The WHO strongly recommended all countries establish National
Pandemic Planning Committees.
2001 Anthrax-related bioterrorism in the United States The federal response increased state and local preparedness funding.
2003 SARS outbreaks worldwide The outbreak led to a globally coordinated response to emerging
respiratory pathogens.
2003 Initial detection of human avian influenza A(H5N1) cases in China The outbreak enhanced attention to pandemic preparedness by HHS
and Vietnam and the USG, accompanied by additional funding.
2005 HHS pandemic strategic plan The plan engendered multiple subsequent high-level policy documents
and plans from the USG.
2006 Implementation plan for the national strategy for pandemic This plan led to action steps and a timeline for all pandemic planning
influenza pillar areas.
2007 Pandemic influenza vaccine allocation guidance This document preceded the 2009 influenza A(H1N1)pdmQ9 vaccine
recommendations.
SOURCE: CDC.

2 |nstitute of Medicine, Committee for the Study of the Future of Public Health, The Future of Public Health, Washington, D.C.: National Academies Press, 1988.
P Tara O’Toole, Mair Michael, and Thomas V. Inglesby, “Shining Light on ‘Dark Winter,”” Clinical Infectious Diseases, Vol. 34, No. 7, April 1, 2002.
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is the element that no number of organizational, invest-
ment, or human capital changes can address.

Even if one argues that the strategic warning about a
global pandemic seemed abstract to some policymakers, it
is harder to ignore tactical warning amid a crisis. The IC
reportedly provided President Trump numerous tactical
warnings about the threat the virus posed via the Presi-
dential Daily Briefing.>! The IC reportedly gave President
Trump “more than a dozen classified briefings” mention-
ing the danger of the virus, outlining its spread around the
globe, revealing that Chinese officials misunderstood and
withheld information about its transmissibility and deadly
nature, and the implications it held for the U.S. and global
economies. Despite these warnings, the President down-
played the danger the virus posed, failed to take actions
to address it, and suggested that it would not last long and
then quickly disappear. Tragically, in some cases, regard-
less of the clarity of the evidence or urgency of the cir-
cumstances, some policymakers discount the warning and
make decisions that turn out to be deeply flawed.

What Is to Be Done?

When one looks around the USG to figure out who has

the lead on warning about a rapidly spreading infectious
disease outbreak, the best answer is that there are entities
whose capabilities are periodically woven together into

an interagency structure that works depending upon the
leadership involved. The CDC, overseen by HHS, is a natu-
ral entity to lead. Its reputation was damaged by its initial
fumbling of the COVID-19 response and White House
interference in its operations. Among its domestic public
health coordination role; support to the interagency Global

Health Security Agenda (GHSA), with programs in some
19 different countries; Epidemic Intelligence Service; and,
as of 2020, its National Wastewater Surveillance System,
the CDC has capabilities to provide insight about the
advent of an outbreak and how it is spreading. Too often
during the pandemic, officials had to rely on lagging indi-
cators, such as hospitalizations and deaths. The low-tech
surveillance of wastewater offers a near-real-time picture of
disease spread. Public health officials in Houston and New
York City detected “the omicron variant 11 days before
anyone in the U.S. tested positive for the variant.”? Unfor-
tunately, this low-tech system is not widespread throughout
the country, and the curtailment of federal spending on
COVID-19 measures may hamper its expansion.

The Department of Homeland Security’s National Bio-
surveillance Integration Center has a role to play in warn-
ing about a disease outbreak. However, it is a center within
the Department of Homeland Security’s Office of Health
Affairs. Like the department itself, it has struggled to get
the leadership, staffing, funding, and interagency buy-in
to evolve into a robust organization. The Department of
Defense’s National Center for Medical Intelligence is an
important national asset and has capabilities that probably
should be augmented, but its mission is to support Depart-
ment of Defense leadership and forces in the field. In sum,
these organizations should be reviewed for the contribu-
tions they can make to warning of a future pandemic, and
they all likely need additional funding and mission tasking.
Other than the White House staff, there is no governmen-
tal structure that links them together into what could be a
health equivalent of the National Weather Service.>

The problem does not seem to be warning about the
prospect of a pandemic, but rather how to collect suf-
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ficiently insightful data and how to warn about it so
policymakers can take effective preventive and response
measures. This problem is a whole-of-government chal-
lenge that no one government body is tasked to handle as
the National Weather Service is charged to issue storm
warnings.>* During the Obama administration, much of
the coordination task was housed in the White House, but
this risks the vicissitudes of administration change and
overextended national security staff advisors. What makes
the task of predicting the evolution of a pandemic more
difficult than forecasting tomorrow’s weather is human
behavior. Modeling storms entails physical properties that
have been studied for decades. Pandemics are rare, and
human behavior—such as getting vaccinated or not, wear-
ing masks or not, testing and contract tracing assiduously
or not—makes it very difficult to predict how an infectious
disease will evolve and what response measures are going
to be most effective.

In the case of the COVID-19 pandemic, many aca-
demic and research organizations around the country took
it upon themselves to model the outbreak, how it might
spread, who might be at greatest risk, and what impact
potential measures might have on mitigating the effects.
Columbia University, Johns Hopkins University, University
of Washington, and Emory University are just a few of the
many institutions that undertook sophisticated biostatisti-
cal modeling projects. A centralized National Weather Ser-
vice-like entity with the capabilities to model a pandemic’s
effects does not yet exist in the United States; the CDC’s
new Center for Forecasting and Outbreak Analytics has a
different mission with as-yet-unproven value.> Building
this type of institution with enough credibility to convince

policymakers that its forecasts should be heeded will take
time, sustained investment, and a track record of success.
One measure to improve warning about the course of
future outbreaks is to capitalize on the many modeling and
research innovations that organically developed during the
current pandemic, which the CDC has started to do with
its new forecasting center. With $200 million in funding
to get started, the center is “designed to advance the use of
forecasting and outbreak analytics in public health deci-
sion making . .. [and serve] as a hub for innovation and
research on disease modeling.”® Attempting to coordinate
the accumulation of data from a dispersed public health
system scattered across the states is a daunting challenge.
Lacking a centralized health data collection system makes
the accumulation of good data in consistent format inher-
ently difficult. Creating a centralized system is complicated
because, while the CDC provides guidance and funding
and analyzes data the states provide, it lacks authorities
to direct the states’ data collection formats and processes.
This center will have to prove it can leverage the many
independent efforts that have emerged around the country
and the world to track and model the COVID-19 outbreak.
In September 2021, like the CDC’s Forecasting and
Outbreak Analytics center, the WHO established in
Berlin a “Hub for Pandemic and Epidemic Intelligence”
designed “to strengthen pandemic and epidemic intel-
ligence through better data, better analytics and better
decisions across all aspects of managing public health
emergencies.”” WHO Director General Ghebreyesus
observed at the Hub’s launch that “The world needs to
be able to detect new events with pandemic potential
and to monitor disease control measures on a real-time
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basis to create effective pandemic and epidemic risk
management.”8

Whether the WHO Hub can get data from member
states and their health care institutions any better than
the CDC’s new center can get data from state public health
departments remains to be seen. Both efforts are construc-
tive and will improve national and international capabili-
ties to anticipate the evolution of outbreaks, but they both
will struggle with the challenges of decentralized sources
of information. In the case of the WHO Hub, the challenge
will be getting member states to share data in a timely
fashion.>

Given how a disease outbreak can start in one corner
of the globe and eventually bedevil the U.S. homeland,
international cooperation to detect and counter these
types of health crises is essential. Working with interna-
tional bodies, such as the WHO and other country health
authorities, is critical. Pulling out of the WHO and blam-
ing health authorities of other countries for the spread of
diseases was a short-term political gesture. Given its capa-
bilities in medicine in general—vaccine development in
particular—and its position of global leadership in many
forums, the United States needs to assert leadership during
global health crises.

Making additional investments to advance genetic
sequencing capabilities, biosurveillance, testing capabili-
ties, and new data sources in uniform formats to quickly
and credibly gather information to supply forecasting
models are all important measures to improve warning of
the advent and direction of a future pandemic. Different
data sources provide insight for different time horizons.
Detecting an initial outbreak via an index case provides

one point in time and patient samples that can be analyzed.

New data sources and
analytic technigues need
to advance to a stage
where policymakers

trust the findings and act
upon them, as when the
National Weather Service
forecasts impending
nurricanes.

Once the genetic sequence is known, then other means of
monitoring can provide valuable information; for example,
analyzing wastewater for the presence of the disease can
provide insight and a sense of its spread. A combination
of samples and analytic methods are needed to provide
actionable insights at different stages of an outbreak. New
data sources and analytic techniques need to advance to a
stage where policymakers trust the findings and act upon
them, as when the National Weather Service forecasts
impending hurricanes.

Finally, if a foreign government hides and/or lies about
a domestic disease outbreak that threatens other nations, it
is a mission for the IC to use all its collection and analytic
tools to obtain actionable details of the situation. As the
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COVID-19 pandemic demonstrated, early insight on the
outbreak might have given policymakers warning about
the need to take preventative measures. Knowing what
and when Chinese local, provincial, and national authori-
ties knew about the outbreak and what they planned to do
was difficult to discover—and doubly so as some Chinese
authorities delayed, sought to hide, and/or obfuscated
information for political and bureaucratic purposes.
Relevant intelligence reporting developed via clandes-
tine means can provide critical context and understanding

that policymakers and public health officials can leverage
in their interactions with foreign governments, interna-
tional organizations like the WHO, and state and local
authorities in the United States. Given the quantity of lives
lost, social disruption, and economic losses that resulted
from COVID-19, David Franz, former head of the U.S.
Army Medical Research Institute of Infectious Diseases,
described the COVID-19 pandemic as the international
public health community’s “mushroom cloud.”® Prevent-
ing an event that is the magnitude of a “mushroom cloud,”

regardless of its origin, is certainly a mission for the IC.
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CHAPTER THREE

Outbreaks and Governance:
Lessons from Wuhan, China,
During the COVID-19 Pandemic

Jennifer Bouey

The COVID-19 pandemic has been the most unprec-
edented public health and humanitarian crisis of the

past century. The novel coronavirus was first detected in
Wuhan, China, in November 2019, and by March 11, 2020,
cases were reported by 114 countries.®! As we approach
another year of this pandemic, two different narra-

tives have emerged about how China has handled the
pandemic—one narrative dominates inside China, another
is common in the rest of the world.

Inside China, public anger about mishandling during
the early stage of the pandemic was largely quelled as
China successfully contained initial and subsequent out-
breaks by stringent public health interventions and rapid
vaccine development—mortality was reported by Chinese
authorities to be low and the economy robust.®? The story
outside China was very different. Media stories focused on
the mysterious origin of the virus, Chinese government
obfuscation and disinformation, and questions regarding
the efficacy of the Chinese vaccine.

These competing narratives have received much atten-
tion. But another narrative about the early days in Wuhan
is perhaps even more noteworthy: It is a story that focuses
on the challenges Wuhan faced as the first clusters of pneu-
monia emerged. The chaos and human errors made during
that time—which can happen in any country with similar
economic, health, and political systems—offer a textbook

scenario of what to avoid in future pandemic response. The
delay in setting the early epidemic alert, confused expert
investigations, undercount of the early infections, and sup-
pressed voices of concern from physicians were all too sim-
ilar to what happened in 2002-2003 SARS. These repeated
failures pointed to two systematic problems: (1) the evading
communication between the provincial government and
the central government investigations, which was rooted
in the second problem: (2) the provincial government was
primarily tasked and incentivized to develop economic
growth and maintain stability rather than protect the
well-being of the citizens and the environment. These
provincial goals were disrupted by a disease outbreak that
many provincial government officials dreaded to admit,
and so they initiated a chain of coverup and disinforma-
tion extending to the delay in notifying the WHO and the
international society of an epidemic. COVID-19 showed
that these systemic problems could not be easily fixed by
the large investment in public health after the 2003 SARS
outbreak. Reflecting on and learning from what occurred
during that early period can inform and strengthen future
pandemic preparedness systems for China and other coun-
tries around the world.

What Went Wrong in Wuhan, China?

It is likely that the COVID-19 virus was circulating in
Wuhan, China, in the last quarter of 2019, according to
the findings of current research.®®* Wuhan, with a popula-
tion of 11 million, is the capital city of Hubei province. It
is a megacity and a manufacturing and transportation hub
in the heart of China that contributed $224 billion to the
country’s Gross Domestic Product (GDP) in 2018. The city
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features three national-level development zones and hosts
over 350 research institutes and 1,656 high-tech enter-
prises that receive investment from 230 Fortune global 500
firms.%4

Wuhan is a bustling city that routinely hosts national
and international events. In September 2019, the city wel-
comed a visit by German chancellor Angela Merkel; in
October of that year, more than 9,000 international athletes
from more than 100 countries traveled to Wuhan for the
Military World Games; in November, a five-day Wuhan
Motor Show attracted 82 domestic and international exhib-
itors and thousands of visitors from around the world.

The Wuhan government itself continued to host many
grand events in early January 2020. There were two big
party conferences held in Wuhan, one starting on Janu-
ary 6, 2020, and the other starting on January 12, 2020.
On January 18, 2020, even after COVID-19 cases were on
the rise and the first epidemiologic investigation led by
central government experts was underway, the city govern-
ment held an annual Chinese New Year banquet for 40,000
families in the Baibuting district.®¢ Visitors traveling to and
from Wuhan during the early phase of the COVID-19 pan-
demic served as carriers of the virus to other parts of China
and around the world. Chinese officials did not alert the
WHO until December 31, 2019, and even then, they said
“the disease is preventable and controllable.”” On Janu-
ary 1, 2020, millions of people traveled back to their home-
towns for lunar New Year, and an estimated 175,000 people
traveled from Wuhan, potentially spreading the disease
beyond the city of its origin.®® Ultimately, seven million
people left Wuhan before the end of January.

During this time, provincial public health officials also
suppressed the case number (as described later in more

detail under “A Bungled Investigation”), and investigators
from Beijing overlooked some cases that led them to mis-
understand the implications of the first two epidemiologic
investigations and conclude that the infection transmission
was not from person to person. What Wuhan government
authorities did not appreciate was that people who were
asymptomatic and did not show symptoms were spreading
the virus without knowing it.

Chinese central government authorities eventually
acknowledged, on January 21, 2020, that human-to-human
transmission of the disease was possible, which was after
millions of people had left Wuhan and outbreaks were
occurring in Beijing and other cities in China.®® On Janu-
ary 23, 2020, Chinese authorities finally locked down
Wuhan and several other cities where significant outbreaks
occurred. By then, it was too late; the virus was out. Inter-
national travel out of the city continued for months after
the first case emerged, and, on average, more than 900
people per month were reported to have traveled to New
York.”® Soon outbreaks had erupted in 30 cities in 26 coun-
tries.”! The local outbreak was now a global phenomenon.

Wuhan residents suffered most in China during the
first wave of COVID-19. When the mysterious clusters
of pneumonia emerged and patients filled the emergency
rooms in the local hospital, few were expecting a global
pandemic. After all, December was the high season for
influenza, and the flu cases in Wuhan had already rock-
eted that winter.”? However, several of the atypical cases
were linked by exposure to a wholesale seafood market.
This pattern detected by a respiratory disease physician
triggered the first public health alert in Wuhan, on Decem-
ber 30, 2019.7> On January 1, 2020, the market was shut
down for disinfection, and the samples obtained from
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patients on December 29-30 later indicated the presence of
a novel coronavirus.

The WHO issued its first report about the novel
coronavirus on January 5,2020, and scientists in China
published the first genomic sequencing of the novel virus
on January 11. By January 20, three Central Expert Teams
(CETs) had been dispatched to Wuhan, China, to conduct
field investigations. On January 23, Wuhan was the first
city in China to mandate a stringent COVID-19 lockdown,
which was later extended to 57 million people in many
cities of China.”* Wuhan was also the city that had had the
longest period of lockdown (76 days) when the restriction
was lifted on April 8, 2020.

After the sudden lockdown, many Wuhan residents
with symptoms, real or perceived, panicked and rushed to
nearby hospitals seeking medical attention.”> Due to the
surge of patients, these hospitals quickly ran out of test-
ing kits and PPE. Patients congregated at the hospitals and
overwhelmed the available health facilities. Because of the
lockdown and the suspension of transportation means, the
overflow of patients could not seek health care elsewhere.
Eventually, Chinese officials ordered thousands of health
care workers from other provinces to support Wuhan’s
hospitals, but in the first few weeks, the situation was dire.

By late on April 16, China revised the death toll in
Hubei province upward to 4,512 (more that 95 percent of
all China’s reported COVID deaths). The city’s health care
system was overwhelmed, leading to an overall mortality
rate over three months that was 56 percent higher com-
pared with the previous years.”® During this same period,
over two million COVID-19 cases and 157,847 deaths were
reported around the world.””

The COVID-19 pandemic
revealed that a chaotic
pandemic response

can happen quickly

and unpredictably even
to countries with good
public health systems
and supportive national
leadership.

The COVID-19 pandemic revealed that a chaotic
pandemic response can happen quickly and unpredict-
ably even to countries with good public health systems and
supportive national leadership. A close examination of how
COVID-19 was handled in Wuhan can help health profes-
sionals avoid making the same mistakes in the future.

The Early COVID-19 Cases Missed by the
Warning Systems

The first hospitalized case of COVID-19 can be traced to
November 2019,7® and at least a few dozen hospitalized
cases in December were retroactively reported by China’s
CDC.” Yet the country’s surveillance system, developed
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with extensive investments and designed to alert authori-
ties about potentially dangerous pathogens, did not receive
a case report until December 29, more than a month
later.80 The surveillance system particularly relevant to the
coronavirus epidemic is the Pneumonia of Unexplained
Etiology (PUE) built by China’s CDC after the 2003 SARS
pandemic. The PUE system requires all Chinese health
care facilities to report pneumonia with an unknown caus-
ative pathogen within 24 hours for CDC investigation and
rapid response. Dr. Feng Zijian, the deputy director general
of the China CDC, commented that the direct reporting
system was not activated expeditiously.®!

One reason for the delay was a lack of awareness of and
training on the PUE system in smaller community hospi-
tals.82 It appeared that many of the first COVID-19 patients
from the market and the region went to see doctors in
small community hospitals where physicians may not have
been trained to recognize a disease outbreak and use the
surveillance system. Additionally, patients with severe
pneumonia symptoms were transferred, in some cases mul-
tiple times, to the four large hospitals in Wuhan.$3

On the other hand, the PUE system was also known to
be insensitive to new threats. One study found that 29 per-
cent of community-acquired pneumonia cases that met
PUE criteria were not reported to the PUE system in 2009,
and, during a nine-year period, only 1,016 PUE cases were
reported in all of China.?* The number of reported cases
surged when an outbreak, such as the H5N1 outbreaks,
occurred.® Thus, clinicians—especially those working
in small-scale community hospitals on whom the system
relies for reports—were not likely to report a case unless
they were aware of a related pandemic. The lack of report-

ing led to a consequential delay in alerting public health
professionals.

A Bungled Investigation

As domestic concerns about the outbreak increased and
residents criticized local and provincial officials, national
officials in Beijing began to react to the public health
emergency. The National Health Commission sent CETs
to Wuhan to conduct field investigations. CETs concluded
incorrectly that the epidemic was under control and that
person-to-person transmission was “preventable and
controllable.”¢ Allegedly, the local China CDC in Wuhan
“had been aware of the occurrence of people-to-people
infection in late December” 2019.87 Subsequent modeling of
the outbreak identified “the period between mid-October
and mid-November 2019 as the plausible interval when the
first case of SARS-CoV-2 emerged in Hubei province.”®
The local population was outraged by this error when it
was eventually revealed.

Another erroneous conclusion made by the CETs
derived in part from an overly restrictive epidemiology
case definition that required a direct connection to the sea-
food market and a fever of over 38 degrees C (100.4 degrees
F). This restrictive definition excluded many cases, such as
cases among health care workers; artificially created holes
in contact tracing; and covered up the explosive nature of
the epidemic. While a location-focused epidemiologic defi-
nition is common among food- and water-borne diseases,
it is not appropriate for a respiratory infection caused by
a coronavirus, which is known to be transmitted among
people, as is the nature of all six known human coronavi-
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ruses. One of the results of this restrictive definition is that
it delayed reporting of several cases.

Government Coverup and Delays

Once it became clear that information about a potential
epidemic had not been shared in a timely manner, public
outrage in China grew, along with demands to know who
should be held responsible for the delay. Pressure led to a
rare brawl between Wuhan local government officials, the
central government, and CETs that received widespread
media attention and provided the public with clues about
what happened inside the investigation.’® The mayor of
Wuhan blamed the restriction of China’s infectious disease
law that prevented the local government from announcing
the epidemic to the public.! At the same time, several CET
members complained that they did not have full coopera-
tion from local partners, who shielded health care worker
cases from the team and issued the narrow definition of
cases. When the public blamed the CETs for not making

a more serious effort to collect accurate data, members of
the CETs complained about the lack of political power in
public health agencies.

The Wuhan public became increasingly angry with
local authorities for several reasons. First, the Wuhan local
government withheld information about the epidemic,
which led to confusion and concern. Second, authorities
reprimanded Dr. Li Wenliang and other whistleblowers
who were the first to alert the public to disease clusters
through social media. Third, as noted previously, local
authorities did not want to acknowledge the outbreak and
permitted large-scale public events in December 2019 and
January 2020 that undoubtedly increased exposures.®?

Once it became clear
that information about a
potential epidemic had
not been shared in a
timely manner, public
outrage in China grew,
along with demands to
Know who should be held
responsible for the delay.

Finally, authorities leaked news of a pending lockdown that
led many people to leave the city while they could, endan-
gering other cities.

As a result of the poor local management of the out-
break, four high-ranking local officials in Hubei province,
including the Hubei provincial Party Secretary, the Wuhan
Municipal Party Secretary, and two senior officials from
the Hubei Provincial Health Commission, were dismissed.
By February 21, 2020, 620 officials in Wuhan, including
six bureau-level and 127 division-level officials, had been
disciplined for their problematic performance during the
pandemic.

Such large-scale public condemnation of local govern-
ment officials during a pandemic is not new. During the
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Because the early days of any potential epidemic can be
fraught with uncertainty about the severity of an outbreak
and its economic impact, local officials are incentivized
to wait and see and buy time for the picture to become

clearer.

SARS pandemic in 2003, more than 1,000 public officials
were penalized for failing to report cases.”® In fact, the early
days of the SARS and coronavirus pandemics proceeded in
similar ways: the local government’s slow announcement of
the clustered cases, denial of the severity of the epidemic,
and incorrect conclusions from the early CET investiga-
tions. What can be done to prevent this same scenario from
happening again? To answer this question, we first must
understand what motivates local government bureaucrats
in China.

Systemic Issues Led to the Cover-Up

As Yuen Yuen Ang pointed out in 2018, since China
adopted the open-market strategy in the late 1970s, its
public administration has increasingly used incentives

to transform a communist bureaucracy into a capitalist
machine.”* The local government bureaucrats’ performance
targets are closely tied to their ability to promote economic
growth while maintaining political stability. GDP and
absence of upheaval (") are the two most important

measures of an official’s leadership competency and politi-
cal future.

A disease outbreak, however, is the perfect disruptor
to both desired outcomes. COVID-19 emerged right before
the Chinese Lunar New Year, which is the most celebrated
holiday in China. Typically, a large proportion of annual
revenues for many market sectors comes from the month-
long spending spree on food, drink, travel, and entertain-
ment during the new year festivities. Restrictions tied to an
epidemic during this celebratory time could disrupt GDP
growth and cause instability in the region driven by public
panic and anxiety—neither of which is desirable for a Chi-
nese official, especially if the epidemic later turned out to
be less severe.

Because the early days of any potential epidemic can be
fraught with uncertainty about the severity of an outbreak
and its economic impact, local officials are incentivized
to wait and see and buy time for the picture to become
clearer. Thus, blame avoidance behaviors are common:
Look busy but remain inactive, withhold information,
muddy the waters, divert attention, and find a scapegoat to
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blame later.”> While these behaviors may help local govern-
ment officials avoid problems during uncertain times, they
caused a backlash when SARS and COVID-19 hit.

Mitigation Strategies

As the actions of local Chinese officials caused delays in
public health intervention, the world suffered. To prevent
these pandemic early-day errors, misunderstandings, and
cases of government malfeasance, we offer the following
recommendations:

First, change China’s zero-sum infectious disease alert
system to a multiple-scale system. Because local govern-
ment officials downplayed the severity of the public health
emergency, many people were not prepared when the
lockdown order was issued for Wuhan.® The local govern-
ment was also reluctant to alert the public of the potential
danger during the initial period of uncertainty. A multi-
level system, such as the four-level outbreak alert system in
South Korea,*” could better prepare the public and provide
local governments with options to “walk back” if the out-
break is not as severe as first expected.

Second, take transparency and accountability seriously
as performance measures for government officials. Local
government officials should be responsible not only to their
central government supervisors for economic develop-
ment and political stability, but also to the public for its
well-being.

Third, give more autonomy to local government offi-
cials to conduct case investigations and communicate risk
to the public. A highly centralized and top-down govern-
ment can be effective in crisis management when local
governments have clear policies to implement. But such

systems can become paralyzed and chaotic when a prob-
lem emerges from the ground up before the central gov-
ernment can make decisions on what actions to take. In
such circumstances, local governments need to be able

to act with greater autonomy and communicate directly
with the public. During the early days of COVID-19, the
lack of communication from the local government about
public health risks increased public anxiety, reduced public
trust in the government, and raised questions about its
competency.

Fourth, give financial security and political power to
public health professionals. Lacking the motivation of a
public health crisis, governments tend to underinvest in
public health measures, such as disease surveillance and
vaccines. Unlike private-sector health care, public health
usually does not generate revenue. If a country’s public
health policies are successful, and crises are averted, public
health agencies will become more marginalized. Finan-
cially, most public health agencies rely on local government
funding.® Even the central CDC in China experienced
downsizing and budget cuts before COVID-19. Without
financial security or political power, public health inves-
tigations are likely to be constrained by other competing
interests during a pandemic.

Fifth, link the PUE surveillance system to a regional or
global observatory network. Even though the PUE system
established in 2005 cost China $4 million, the system
was plagued with problems, including a shortage of rou-
tine training and maintenance. A parallel system, the
influenza-like illness system built by China in 2009 that
later became a regional example for WHO’s influenza net-
work, functioned much better because of steady funding
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from both domestic and international sources and frequent
regional training provided in these centers.”

Looking Forward

Public health crises like COVID-19 will continue to hit
human societies. China, with one quarter of the world’s
population and its second largest economy, has a unique
governing system and a set of distinctive characteristics
that exacerbated mistakes made by local authorities. Fol-
lowing early mistakes, complications compounded as
national officials sought to avoid political criticism by seiz-
ing control of the pandemic narrative. Blaming the health
crisis on local officials and foreign entities was a natural
outcome for the powerful central government.

As Ran Ran and Yan Jian presciently concluded their
article on transparency and official accountability in the
early days of the outbreak in Wuhan, “The selection and
framing of facts are always the prerogative of those in
the dominant position.”'% In the case of the outbreak in
Waubhan, the central government authorities were in the
dominant position. Professor Jonathan Mayer from the
University of Washington’s department of epidemiology
observed that “Epidemics always have become political. . . .
Governments seem opposed to admitting that things were
handled imperfectly, yet it is only by identifying the imper-
fections and shortcomings that things can be addressed
to do a better job next time.”! It will never be known

how many lives around the globe might have been saved

if the system set up after the outbreak in 2002-2003 had
actually functioned as designed and officials had acknowl-
edged what local health officials feared. The lessons from
COVID-19 described here will, hopefully, inform future
adjustments to China’s approach to health crisis and
encourage other countries to assess their own health gover-
nance systems and response strategies.

The delay in setting the early epidemic alert, confused
expert investigations, undercount of the early infections,
and suppressed voices of concern from physicians were all
too similar to what happened in 2002-2003 SARS. These
repeated failures pointed to two systemic problems. The
first was poor communication between the provincial gov-
ernment and the central government investigations, and
that was rooted in the second problem: The provincial gov-
ernment was primarily tasked and incentivized to develop
economic growth and maintain stability rather than pro-
tect the well-being of citizens and the environment. The
provincial goals were disrupted by a disease outbreak that
many provincial government officials dreaded to admit,
so they initiated a chain of coverup and disinformation
extending to the delay in reporting an epidemic to WHO
and the international society. COVID-19 showed that these
systematic problems cannot be easily fixed by the large
investment in the hardware of public health after the 2003
SARS outbreak.
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CHAPTER FOUR

Reforming Global Pandemic
Preparedness and Response
Institutions

Daniel M. Gerstein

The global response to COVID-19—in particular, the

role of the WHO—has led to a growing call for reforms

to improve global health emergency preparedness and
response. These proposals range from reforming the WHO
to development of new forums specifically designed with
authorities and responsibilities commensurate with pre-
paring for and mounting an effective global pandemic
response.

Over the course of the past 20 years, the WHO has
been reforming nearly continuously as a result of criticisms
of their performance during major global outbreaks and
pandemics. Each major public health emergency during
this period has led to the conclusion that the WHO has
serious shortfalls that have prevented it from effectively
communicating with and supporting member nations and
the broader global community in response to these public
health events.

WHO History

The WHO was established in 1948 as a policymaking body
that directs and coordinates health within the UN system.
Specific WHO responsibilities include “engaging interna-
tional partners on global health; shaping the international
health research agenda; establishing norms and standards;
articulating evidence-based health policy; providing tech-

nical support to countries; and monitoring and assessing
global health trends.”0?

The WHO also has responsibility to “direct and coor-
dinate the world’s response to health emergencies.”'%* The
centerpiece for WHO pandemic preparedness and response
is the International Health Regulations (IHR), which
traces its roots back to the cholera epidemics of the mid-
1800s.194 The THR has been updated in response to subse-
quent public health emergencies. IHR (2005) stands as the
most recent major update.!%® It was revised in response to
the 2003 SARS, which is a coronavirus related to the one
responsible for COVID-19. IHR (2005) requires all nations
to detect, assess, report, and respond to public health
events. The ITHR also provided specific measures to limit
health risks to neighboring countries and prevent unwar-
ranted travel and trade restrictions.

Minor updates and recommendations since the THR
(2005) have occurred after notable global public health
events. Following the 2009 HINI swine flu outbreak,

a committee convened by the WHO Director General
identified “systemic difficulties,” including potential ethi-
cal issues and excessive influence by the pharmaceutical
industry in characterizing the outbreak. The committee
issued several policy and program recommendations, some
of which were instituted by the WHO.106

The WHO also received criticism following the
2014-2016 Ebola crisis in West Africa. The main critique
was that it was too slow to act.!%” To improve response, the
WHO developed a new program for health emergencies
that included establishing a $100 million contingency fund
and performance benchmarks for what should occur at
24, 48, and 72 hours after the detection of an outbreak.1%
Some critics even called for a more engaged role, includ-
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These limitations have
left the [WHO] with no
directive mechanisms
to deal with public
nealth emergencies of
INnternational concemn.

ing developing a “unified center that is well resourced and
takes accountability for outbreak response, plus a standing
emergency committee that can make emergency decla-
rations more independently and transparently, without
political influence.”%®

Despite efforts at reform over the past 20 years, funda-
mental flaws remain. The WHO—and the IHR—include
no provisions for conducting investigations, enforcement,
or authority to compel nations.!'® The WHO can employ
only the limited authorities, capacities, and funding that
the 194 member nations have allocated to the organiza-
tion. This lack of agency was not an oversight but rather a
deliberate limiting of the authorities of the WHO. These
limitations have left the organization with no directive
mechanisms to deal with public health emergencies of
international concern. Without such authorities, nations
that violate the IHR are unlikely to face any repercussions
from WHO. It also means that the WHO must take a col-

laborative approach in dealing with nations to gain their
cooperation.

COVID-19: Shortfalls and Calls for Reform

Another global public health emergency—this time the
SARS-CoV-2 virus—has demonstrated that the WHO
remains an “underfunded organization with limited politi-
cal power, which has struggled to deliver on its official role
of guidance and coordination across its member states.”!!!

Several high-visibility missteps provide examples of its
underperformance during this recent crisis. The WHO was
slow to declare COVID-19 an international emergency and,
at times, has provided inconsistent and inaccurate infor-
mation. As an example, the global risk assessment from a
week earlier had to be revised from “moderate” to “high”
in late January 2020 after the WHO admitted it had made a
mistake in previous reports.!!2

The WHO was also slow in its calls for a thorough
investigation of the origins of the virus, which contributed
to a loss of confidence by some WHO member nations.
The organization has also been accused of failing to be
independent in its assessments and of being too “China
centric.”!3

The calls for reform have been resounding. World
leaders, infectious disease experts, and worried citizens
alike have voiced concerns about the WHO’s COVID-19
response. The result has been calls for a transparent and
independent review of the organization’s preparedness and
response for COVID-19, as well as for future pandemics.!!*

Recognizing the need to examine its early COVID-19
actions, in May 2020, the WHO commissioned an “Inde-
pendent Panel for Pandemic Preparedness and Response,”
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which reported its findings in May 2021. The yearlong
independent panel “found weak links at every point in the
chain of preparedness and response.”'!> These shortfalls
are well documented in a voluminous set of assessments,
which suggested immediate actions to end the current pan-
demic and longer-term recommendations for ensuring that
a future outbreak does not become a pandemic.

Importantly, the panel recommended development of
a “global health threats council,” which would be led by
heads of state, separate from the WHO, and able to hold
nations accountable for “containing epidemics.”!!¢ The
seven specific long-term recommendations of the indepen-
dent panel were as follows:

1. Elevate pandemic preparedness and response to the
highest level of political leadership.

2. Strengthen the independence, authority and financ-
ing of WHO.

3. Invest in preparedness now to prevent the next
crisis.

4. A new agile and rapid surveillance information and
alert system.

5. Establish a pre-negotiated platform for tools and
supplies.

6. Raise new international financing for pandemic
preparedness and response.

7. National pandemic coordinators have a direct line
to Head of State or Government.!”

Table 4.1 provides an overview of six potential reform
initiatives that have been become the focus of much dis-
cussion. These initiatives emerged from a wide range of
organizations—from the May 2021 World Health Assembly
to the European Union to a group of concerned citizens.

These initiatives are not the only calls for change, but they
reflect an interesting range of transformational activities
that could be undertaken to improve global pandemic pre-
paredness and response. Some would reform the WHO,
others would develop new international agreements and
measures, and some would augment existing mechanisms.
To date, they represent concepts or frameworks rather
than refined proposals that could be evaluated for imple-
mentation. Each seeks to address shortfalls that have been
observed during COVID-19.

The first reform initiative comes from the 74th World
Health Assembly, held in May 2021. At the assembly, the
ministers of member nations agreed to hold a special ses-
sion in November 2021 to discuss developing a “conven-
tion, agreement or other international instrument on
pandemic preparedness and response.”'!8 At the special
session, the assembled representatives agreed to pursue
a standalone, legally binding instrument for addressing
future pandemics. It is likely that the seven specific long-
term recommendations of the independent panel will
inform the development of this pandemic-specific treaty.
The implication of this initiative is that any new organiza-
tion would likely be related to but not under WHO lead-
ership. The global health threats council led by heads of
state could serve as a model for this new structure. A key
question will be whether the experience of COVID-19 will
motivate states to give an international body more author-
ity to act or just create another body with no more inde-
pendence or authority than the WHO has currently.

Another potential avenue identified for reforming
pandemic preparedness and response would be through
the development of a UN Security Council Resolution
(UNSCR) for pandemics. Under the UN charter, resolu-
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TABLE 4.1

Proposed Reform Initiatives to Improve Pandemic Preparedness and Response

Proposal

Key Provisions

World Health Assembly
reform meeting for improving
preparedness and response to
future pandemics?

UNSCR for pandemics

European Union proposal
for an international treaty on
pandemicsd

Science academies of the G20
nations pandemic statement®

Pandemic Mitigation Project

Following the 74th World Health Assembly

e Member States Working Group on Strengthening WHO Preparedness and Response to Health Emergencies
was directed to “prioritize the assessment of the benefits of developing a WHO convention, agreement or
other international instrument on pandemic preparedness and response and to provide a report.”

e Special session of the World Health Assembly was held in November 2021 to consider the report of the
working group.

e Reform could be outside of WHO as called for by the “global health threats council.”

¢ During the special session, the representatives agreed to pursue a comprehensive pandemic treaty.

Develop a UNSCR as a formal expression of the UN regarding pandemics
e Resolutions are “the common legal instrument for an organ or body to make a recommendation or statement,
recall a fact, express an opinion, or undertake any other matter of substance.”
¢ |n general, resolutions adopted by the Security Council acting under Chapter VIl of the Charter are
considered binding on all UN member states, in accordance with Article 25 of the Charter.©

Develop a treaty guided by a spirit of collective solidarity, anchored in the principles of fairness, inclusiveness and
transparency. The international treaty on pandemics should include
e “early detection and prevention of pandemics”
e “resilience to future pandemics”
e “response to any future pandemics, in particular by ensuring universal and equitable access to medical
solutions, such as vaccines, medicines and diagnostics”
e “astronger international health framework with WHO as the coordinating authority on global health matters”
e “‘One Health’ approach, connecting the health of humans, animals and our planet.”

The G20 science academies developed a statement to inform the G20 Summit in Rome in October 2021. The
statement calls for the G20 to
e “promote the creation of a global network of surveillance”
e “promote the distributed manufacture and delivery of diagnostics, drugs, vaccines, medical supplies, and
equipment”
e “launch an International Convention.”

Advocates for adoption of a Pandemic Non-Proliferation Agreement
e The scope of the agreement would be limited to three elements regarding
- “notification”
- “grant of access”
- “enforcement provisions to encourage compliance.”
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Table 4.1—Continued

Proposal

Key Provisions

Biological and Toxin Weapons  Expand or reinterpret portions of the BWC mandate to include pandemic preparedness and response.

Convention (BWC) expansion?  Specifically,

e provisions for using bilateral or multilateral consultations (Art. V) and/or requesting the UN Security Council
investigate outbreaks (Art. VI) could be used now if a pandemic was of “suspicious” origins

e other articles, such as assistance to states (Art. VII) or exchange of equipment, materials, and information (Art
X), could be used to aid preparedness and response to a pandemic.

@ World Health Organization, 74th World Health Assembly, Agenda Item 17.3 25, May 25, 2021.
b Justin S. Gruenberg, “An Analysis of United Nations Security Council Resolutions: Are All Countries Treated Equally?” Case Western Reserve Journal of International Law,

Vol. 41, No. 2, 2009, p. 481.

¢ Dag Hammarskjold Library, “Are UN Resolutions Binding?” webpage, January 17, 2022.

d European Council, “An International Treaty on Pandemic Prevention and Preparedness,” press release, December 21, 2021.

E National Academies of Sciences, Engineering, and Medicine, “Science Academies from G20 Nations Urge Their Governments to Promote Creation of Global Surveillance

Network to Detect Early Signs of Potential Future Pandemics,” statement, August 6, 2021.

fPandemic Mitigation Project, homepage, undated.

9 Daniel M. Gerstein, “Could the Bioweapons Treaty Be Another Tool for Addressing Pandemics?” Bulletin of the Atomic Scientists, March 12, 2021.

tions adopted by the Security Council under Chapter VII
of the charter are considered binding on all UN member
states, carry the force of law, and can be used to compel
nations to act.!'’® This approach has been used successfully
in other areas, such as the nonproliferation of weapons of
mass destruction. UNSCR 1540, a key nonproliferation
agreement, calls for nations to “adopt policies and practices
that would keep the financing, technologies and materials
needed to create WMDs [weapons of mass destruction] out
of the hands of ‘non-State actors.”2° Yet, given the state of
major power relations, Russia and China are not likely to
support measures that mandate access to investigate real or
alleged incidents, require prompt notification, and impose
enforcement measures. Their right to veto UNSCRs makes
this option unlikely anytime soon.

The European Union developed a proposal for a stand-
alone international treaty on pandemics. It identified five
major areas that would be covered within such an inter-

national agreement: early detection and prevention, resil-
ience, response, a stronger international health framework,
and a “One Health” approach. At this stage, it remains the
most encompassing of the six proposed reform initiatives.
However, given this comprehensive recommendation, it
would undoubtedly need to be deconflicted with current
WHO authorities, as many would likely be overlapping.'?!
The most recent of the six reform proposals comes
from an August 6, 2021, statement of the science academies
of the G20 nations. The statement urged their govern-
ments to “promote the creation of a global surveillance
network that could detect the harbingers of a potential new
pandemic” and sought to “inform discussions at the G20
Summit in Rome in October.”?? The statement called for
development of a global biosurveillance network; a capacity
for manufacture and delivery of medical countermeasures
and other supplies; and work toward a formal convention.
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A fifth proposal, the Pandemic Mitigation Project,
comes from a group of nongovernmental, concerned citi-
zens. It calls for the adoption of an agreement that would
require countries to provide immediate notice of potential
epidemic or pandemic events and grant immediate access
to pre-vetted specialists to assist in identification, isolation,
and mitigation of the pandemic threat.!?3 As envisioned,
the treaty would be a standalone agreement that would
need to be negotiated.

The final initiative considers the possibility of using
the BWC, which has some limited elements calling upon
signatories to pass implementing legislation that can fur-
ther preparedness and response capabilities, to address dis-
ease events. This initiative could have the most relevance in
cases in which outbreaks and pandemics are suspected to
have come from an illicit biological weapons lab. The BWC
already has articles for bilateral and multilateral consulta-
tions in the event of questionable biological events. More-
over, the UN has a mechanism for bringing BWC-related
issues to the UN Secretary General.!* At the BWC expert
meeting held in August 2021, questions about COVID-19
preparedness and response led to calls “to revamp the
biological weapons convention . . . to make the convention
effective in the modern age.”?°

Which Path to Reform?

No single path for reform of the preparedness and response
capabilities for global outbreaks and pandemics seems
superior at this point. More detail would be required before
such a decision could be made. However, each of the six

initiatives provides interesting elements for consideration
in a future international mechanism—either a convention,
agreement, instrument, or other obligation—for ensuring
global preparedness and response capabilities are in place
and functional.

The decision on a path forward should also account
for the realities of international cooperation and collabora-
tion. Developing new agreements and treaties is normally a
time-consuming process and does not assure that the final
products will provide the authorities and mechanisms to
achieve the desired outcomes. Adapting existing organiza-
tions or multilateral agreements, such as the WHO and
BWC, can also be challenging because their long histories
can get in the way of comprehensive reform efforts. Orga-
nizations that rely on consensus are often challenged to
take definitive positions and normally arrive at compro-
mise or “least common denominator” solutions.

It is also unlikely that the seven specific long-term rec-
ommendations of the independent panel would be adopted
in their entirety. While comprehensive, they would likely
be costly to implement and provide the implementing
body authorities that could exceed what potential member
nations might be comfortable supporting.

An important first step for the United States could be
to determine goals and potential redlines that should not
be crossed for a new pandemic convention, agreement, or
other international instrument. All six proposals provide
interesting provisions that warrant consideration. Those
that show the most promise for gaining consensus should
be “stress-tested” to determine whether they will accom-
plish the U.S. goals without crossing any potential redlines.
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CHAPTER FIVE

Balancing Risks and Benefits from
Gain-of-Function Research on
Dangerous Pathogens

Alison K. Hottes

China’s WIV is a leading authority on coronaviruses and
published the genetic sequence for the virus that causes
COVID-19.12¢ The recorded appearance of the COVID-19
pandemic near the WIV, which was carrying out gain-of-
function research with bat coronaviruses, has reignited
debate over what gain-of-function research of concern
(GOFROC) (if any) should be conducted, who should do it,
and what precautions and processes should be employed.!?

Gain-of-function experiments modify the genetic
sequences of biological agents to give them new proper-
ties. A small portion of gain-of-function experiments,
such as those that increase the pathogenicity of a biological
agent capable of causing substantial mortality and illness
in humans, are GOFROC and include higher risks than
experiments with naturally occurring agents.'?8 GOFROC
often probes the molecular determinants of virulence
and transmission to understand what might emerge from
nature in the future and creates tools for developing and
testing medical countermeasures, sometimes providing
insights and benefits not available through other experi-
mental approaches.!?

A previous round of GOFROC deliberations occurred
during the 2010s and left behind a large corpus of analysis.
(The types of GOFROC to which different policies apply
vary; for brevity, this essay does not attempt to delineate
the distinctions between the GOFROC covered by differ-

ent policies.) In 2014, following concerns over experiments
that increased the transmissibility of a highly pathogenic
avian influenza virus'3? and biosafety lapses in federal
laboratories,!*! the USG paused funding of some types of
GOFROC in the United States to give the National Science
Advisory Board for Biosecurity (NSABB) time to study
the issue and formulate recommendations.!*? Ultimately
all requests to the National Institutes of Health (NTH) for
waivers were granted, and work was permitted to proceed.

To support the NSABB’s efforts, the National Research
Council conducted two international conferences that
each produced over 100 pages of proceedings,!** and the
NIH commissioned an ethical analysis!** and a thousand-
plus—page risk and benefit analysis on GOFROC.!*> During
this time, other countries and scientific organizations also
deliberated on GOFROC.!3¢ In 2016, the NSABB published
recommendations (summarized below).!3” In January
2017, the Office of Science and Technology Policy (OSTP)
announced that federal entities could lift the 2014 mora-
torium after developing review processes for GOFROC
aligned with the NSABB’s recommendations.!3#

More recently, multiple studies have considered pos-
sible causes of the COVID-19 pandemic,'* including expo-
sure of a human to an infected animal and laboratory acci-
dents with naturally occurring or genetically engineered
biological agents (such as from GOFROC).1? Some of the
analyses have included an examination of WIV’s work,
including its contribution to an NIH-funded study led by
the University of North Carolina at Chapel Hill that com-
bined portions of bat viruses and a mouse-adapted version
of the virus that causes SARS to examine contributors to
pathogenicity.'*! The work with the chimeric viruses was
completed before the NIH’s GOFROC funding pause.'4?
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The NIH later reviewed the experiments and approved
them for continuation.!*3 The WIV also did other work
with coronaviruses at the Biosafety Level 2—likely not
GOFROC—with fewer biosafety precautions than a U.S.
laboratory would have typically employed.144

COVID-19 Stimulates New Policy
Responses

Regardless of the cause, one of the possible consequences
of biosafety and biosecurity failings with GOFROC (as
well as other biocontainment laboratory work) has been
made all too real by the COVID-19 pandemic. Thus, it is
an opportune time for U.S. officials to revisit the subject
of GOFROGC, including the NSABB’s recommendations,
how those recommendations have been operationalized,
and what additional measures might be considered. In
February 2022, the Acting Director of NIH requested
that the NSABB review the scope and effectiveness of its
previous recommendations.!#> The NTH held a virtual
meeting in spring 2022 soliciting comments on the over-
sight of research involving enhanced potential pandemic
pathogens.!46

The NSABB originally made seven recommendations
to the USG:

1. Subject proposals for USG funds for GOFROC to a
multidisciplinary review to confirm that they satisfy
a variety of principles, including that the benefits
justify the risks.

2. Use an advisory body to provide transparency into
how the USG oversees GOFROC.

3. Adapt policies for oversight of GOFROC over time
to keep up with changes in risks and benefits and

collect and analyze data (e.g., information on bio-
safety and biosecurity incidents) to inform such
modifications.

4. Integrate mechanisms to oversee GOFROC into
existing policy frameworks when possible.

5. Examine options to ensure that all GOFROC con-
ducted within the United States or conducted by
U.S. companies, regardless of how it is funded,
receives oversight.

6. Enhance laboratory biosafety and biosecurity.

7. Discuss GOFROC oversight and norms with the
international community.!4”

In 2017, the OSTP announced that federal entities
could lift the 2014 moratorium after developing review
processes for GOFROC that aligned with the NSABB’s
recommendations.'*® However, no other federal agency
has publicly released a similar policy,!*” and some nongov-
ernmental experts have criticized aspects of the way the
HHS has implemented its policy. For example, while HHS
staff have mentioned the number of GOFROC propos-
als HHS has reviewed, HHS has not named the members
of the multidisciplinary review panel or described the
substance of their deliberations.!>* Additionally, despite
language in the OSTP Potential Pandemic Pathogen Care
and Oversight (P3CO) guidance stating that “to the maxi-
mum extent possible, agencies’ [GOFROC] review mecha-
nisms should provide transparency to the public regarding
funded projects involving [GOFROC],”>! HHS does not
flag the grants it funds that received GOFROC reviews
within its NTH Reporter database.!>?

Despite the 2017 changes in federal guidelines,
research with potential pandemic pathogens did not receive
intense scrutiny until after the COVID-19 pandemic. In an
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October 2021 letter to the ranking member of the House
Committee on Oversight and Reform, the NIH revealed
that grants it provided to the EcoHealth Alliance, which in
turn funded the WIV, supported research that increased
the lethality of coronavirus in a mouse model and changed
the virus that causes MERS.!>3 The NIH indicated that

it determined that the research did not fall under the
P3CO framework prior to funding it because “these bat
coronaviruses had not been shown to infect humans” but
acknowledged that EcoHealth Alliance did not comply
with the terms of the grant that required it to promptly
report such findings as the increased pathogenicity in

the mouse model.’>* The NIH also stated that the viruses
used in the experiments in question were too dissimilar
from the virus that causes SARS-CoV-2 to have caused the
COVID-19 pandemic.!>> Similar research proposed to the
Defense Advanced Research Projects Agency in 2018 was
rejected as too risky.'>¢ Previously referenced public meet-
ings called by the NIH Acting Director should provide an
opportunity to revisit the federal guidelines and how they
are implemented, including the scope of the research that
should be subject to increased oversight and the nature of
that oversight.

Additional Measures to Address the Issue

In addition to enhancing laboratory biosafety and bios-
ecurity (the topic of another essay in this Perspective), the
USG (ideally with other governments and international
organizations) might consider several options. First, other
government organizations could follow HHS’s lead and
either publish the processes they use to decide whether

to fund GOFROC or indicate that they do not fund such

research.!®” Any agency that does not have a GOFROC
review process thereby remains bound by the terms of the
2014 moratorium.

Second, since the existing guidance over GOFROC
research governs only government-funded activity, the
USG (and others) could examine ways to provide oversight
for GOFROC that is privately funded.!>® One option is
to allow industry to use government review processes on
a voluntary basis.!® This approach is similar to how the
Recombinant DNA Advisory Committee that was estab-
lished in the 1970s is employed.!®® Rather than seeking to
avoid oversight, industry provided many of the committee’s
first cases out of a desire to understand and meet the new
standards.!¢!

Third, the USG (and others) could examine the trade-
offs associated with making additional information about
GOFROC public. For example, HHS might disclose the
members of the GOFROC review panel, similar to the
way the membership of other NIH scientific review panels
is published.!? In contrast, discussions during the peer
review process are normally kept confidential to protect
intellectual property and encourage an open exchange of
ideas, and publicizing details of proposed GOFROC exper-
iments and any new protocols could add to biosecurity
risks by providing to lab personnel with insufficient bio-
safety practices or malicious intent the information needed
to attempt the work. On the other hand, NSABB did not
recommend a specific method for comparing risks and
benefits and deciding whether the latter justify the former.
Describing the approach the committee employs for that
task would provide an opportunity for the United States to
influence international norms.!¢3
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While the three options previously described would
provide a measure of transparency, they would have limited
usefulness in assessing potential causes of a future pan-
demic. What is needed instead are insights into the genetic
sequences of the biological agents that laboratories are test-
ing and creating—information of high value to attribution
efforts. For that reason, WIV’s removal of a database of bat
virus sequences from its website in September 2019 created
suspicions.'®* Similarly, CNN reported that the IC analyzed
genetic sequences from WIV as part of its investigation
into the origins of COVID-19.16>

Current protocols regularly generate billions of bases
of raw sequence in a single experiment. Many of the
sequences produced as part of research at biocontainment
laboratories would have biological structure like those
of dangerous but naturally occurring pathogens whose
sequences have been previously published. (For example,
the genetic sequence of Variola major, the causative agent
of smallpox, is available at the NIH’s National Center for
Biotechnology Information website.1%¢) A single, com-
plete genetic sequence from GOFROC published along
with information that identifies the characteristics of
the associated biological agent presents high biosecurity
risks because it might inspire researchers, including those
with inadequate biosafety protocols, to construct the
pathogen.16”

In contrast, raw, unannotated sequence data generated
by a biocontainment lab that include data from multiple

experiments (both GOFROC and non-GOFROC) and
multiple biological agents that are released without con-
text would likely be difficult to interpret and of low risk
from a biosecurity perspective. With numerous minor
unexplained differences from published sequences—some
due to experimental manipulations and some due to
sequencing errors—such data, under ordinary circum-
stances, would be unlikely to inspire follow-up. However,
if a disease outbreak of interest occurred, and the genetic
sequence of the outbreak’s causative agent was known, then
such a dataset would be a ready-made resource in which
to search for evidence that a laboratory had been working
with that or similar biological agents.

While some technical details (e.g., whether raw
sequence reads beyond a particular length should be spilt
into shorter segments) and the full implications (including
concerns private companies might have about revealing
proprietary information that is not sufficiently obscured
in the volume of sequence information) would need to be
investigated, the accountability provided by the regular
and proactive release (e.g., daily or weekly) of raw sequence
data from biocontainment labs would likely outweigh
the associated risks. The ongoing NSABB review and the
associated discussion are an opportunity to reexamine the
issues associated with research on dangerous pathogens in
the postpandemic period.
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CHAPTER SIX
Making Biosafety and Biosecurity a
Priority

Trupti Brahmbhatt and Daniel M. Gerstein

COVID-19: Why Biosafety and Biosecurity
Matter

The debate regarding the origin of the SARS-CoV-2 virus
that produced the COVID-19 pandemic has once more
brought to light the danger of laboratory accidents, agent
leaks, biosafety and biosecurity issues, and potential miti-
gation strategies to prevent them.

The proliferation of high-containment labs around the
globe increases the chance that an inadvertent microorgan-
ism transmission might occur in the future, giving rise to
yet another pandemic.'%® According to one recent estimate,
there are at least 59 Biosafety Level 4 (BSL-4)'%° and at least
2,904 Biosafety Level 3 (BSL-3) laboratories worldwide,
at least 1,643 in the United States and 600 in the United
Kingdom.!” The number of BSL-4 labs in operation, under
construction, or planned across 23 countries is close to 60,
with 75 percent of them in urban areas, by one account.!”!
These biosafety levels determine the type of infectious
research that can be conducted in a laboratory and the
requisite safety requirements, with BSL-4 being the highest
safety level.

Infections acquired as a result of laboratory leaks do
not consistently get reported, and there are not good sur-
veillance procedures to detect them. According to Laura
H. Kahn, a physician and research scholar at Princeton’s
Program on Science and Global Security, “Laboratory-
acquired infections are not ‘notifiable’ diseases under

CDC guidelines, so they don’t get reported to local and
state health officials.”17? Given this history of laboratory
leaks that have led to eventual outbreaks that have become
reportable events, the proliferation of laboratories around
the globe increases the prospect of outbreaks stemming
from leaks unless better biosafety is practiced around the
world and alerts about leaks are incorporated into disease
surveillance processes.!”? In conditions under which there
is such a nexus, either in nature or in a laboratory environ-
ment, it is possible that the disease formation took place
in either an animal host or in a laboratory. This possibil-
ity also highlights the critical need for safe housing and
handling of animals in commercial environments, such as
laboratory environments where experiments with animals
are conducted and live animal markets that may not be
carefully regulated.

A second possibility is that SARS-CoV-2 was trans-
mitted to a human being because of poor handling of the
virus isolates from animals. This transmission could have
occurred when the original sample of the viral isolate was
removed from its natural environment and brought back
to the laboratory or through improper handling of the
sample in laboratory conditions. Much about the harvested
samples and even many of the isolates within any lab is
not known, such as their transmissibility and virulence.
Such was certainly the case at the WIV, where many of the
samples had not yet been analyzed. As a result, it is impera-
tive to employ proper caution in dealing with bacteriologi-
cal and viral isolates. Furthermore, bacteria and viruses
can mutate to form different strains. In this way, it is pos-
sible for a nonpathogenic strain of a virus to become highly
adapted to a human host to make it more infectious and/
or virulent to humans. In working conditions where good
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laboratory practices are not followed and safe handling is
not practiced, such a laboratory-acquired infection could
occur.

A third possibility is that the research materials, con-
taminated reagents, infectious cell-lines, or animal remains
were poorly handled and not disposed of properly at the
WIV. The scientists or lab workers could have handled the
infectious materials and transmitted the virus to other
people or wild animals. As in the case of the second possi-
bility, the pathogen could have become adapted and there-
fore able to more efficiently transmit to the human host,
meaning it posed a greater potential for infection and even
for human-to-human respiratory transmission.

It is also quite possible that the virus spread from a
nondeliberate random accident in handling the virus,

a laboratory animal infected with the virus, or a wild
animal infected with the virus unbeknownst to the han-
dler. Regardless of the origin of SARS-CoV-2, the safe and
secure management of high-containment laboratories to
prevent the occurrence of a future pandemic from poor
laboratory practices needs to be a priority for the inter-
national community as the number of high-containment
laboratories increases around the globe.

While concerns remain about the possibility of the
deliberate development of the virus, the origins report on
COVID-19 stated,

[The] IC was able to reach broad agreement on sev-
eral other key issues. We judge the virus was not
developed as a biological weapon. Most agencies also
assess with low confidence that SARS-CoV-2 prob-
ably was not genetically engineered; however, two
agencies believe there was not sufficient evidence

to make an assessment either way. Finally, the IC

assesses China’s officials did not have foreknowledge
of the virus before the initial outbreak of COVID-19
emerged.!”*

While the origins of SARS-CoV-2 may never be
known, the above potential modes of transmission high-
light the importance of biosafety and biosecurity as inher-
ent in the handling and security of especially dangerous
pathogens.

International Agreements to Bolster
Biosafety and Biosecurity

Activities employing biological material and biotechnology
are governed by a wide range of established conventions,
regulations, and protocols. This section is not intended to
be comprehensive but rather to highlight the types of ongo-
ing activities that contribute to laboratory biological safety
and security.

The BWC, which entered into force in 1975, bans the
development, production, stockpiling or otherwise acquir-
ing or retaining of “microbial or other biological agents
or toxins . . . that have no justification for prophylactic,
protective or other peaceful purposes.”’”> While the BWC
serves as an unequivocal norm against the use of biologi-
cal weapons and does concern biosafety and biosecurity,
its mechanisms to investigate alleged violations, encour-
age transparency, and support an organizational body to
ensure compliance are limited.!”®

As part of the BWC regular program of work, discus-
sions are held, papers are shared at preparatory confer-
ences, and member states provide outreach and training
programs on ways to improve biosafety and biosecurity
in laboratories of the member state parties. The BWC also
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has a requirement for all member state parties to develop
national mechanisms in the form of laws, policies, and
regulations to ensure compliance.

There are other international agreements that pro-
vide some means to enhance biosecurity. UNSCR 1540 is
concerned with preventing the “proliferation of nuclear,
chemical, and biological weapons, their delivery systems
and related material, particularly related to non-state
actors.””7 Per this 2004 resolution, states are called to
establish appropriate domestic controls over related mate-
rials to prevent their illicit trafficking. Domestic controls
for secure production, use and transport, physical protec-
tion measures, and law enforcement against trafficking of
agents are covered by the resolution. It does not expressly
cover licensing personnel, registration and certification
of pertinent facilities, or measures to ensure personnel
reliability.!”8

The WHO,!”® the World Organization for Animal
Health,!3% and the Food and Agriculture Organization of
the United Nations!®! have all published biosafety and bios-
ecurity guidelines. ISO 35001 is the International Standard
for any organization that tests, stores, transports, works
with, or disposes of hazardous biological materials.!82 It
builds on elements adapted from the International Orga-
nization for Standardization’s (ISO’s) occupational health
and safety management system standard, ISO 45001,'% but
with emphasis on the unique aspects of biorisk manage-
ment. The standard, which enables identification, assess-
ment, control, and monitoring of risks associated with
hazardous biological material, was developed by the ISO
technical committee for clinical laboratory testing and
in vitro diagnostic test systems. ISO 35001, along with
ISO 45001, “Occupational Health and Safety Manage-

ment Systems,” and ISO 15190, “Medical Laboratories—
Requirements for Safety,” round out available international
standards relevant to biosafety and biosecurity.'8* However,
all these guidelines are voluntary, and there are no enforc-
ing mechanisms associated with them.

The Australia Group, which consists of 41 states, has
the main objective of controlling exports of certain chemi-
cals, biological agents, and equipment to prevent both
direct and inadvertent involvement in the spread of chemi-
cal and biological weapons.!®*> The Middle East and North
African countries have formed the coalition of Region
Network High-Containment Laboratories'8 to implement
biosafety and biosecurity strategies at the national and
regional levels, improve the infrastructure of laboratories,
and emphasize staff training.'8” These regional efforts,
however commendable, are also voluntary in nature, with-
out any underlying enforcement mechanisms.

The GHSA has “more than 70 countries, international
organizations and non-government organizations, and pri-
vate sector companies that have come together to achieve
the vision of a world safe and secure from global health
threats posed by infectious diseases.”88 Inherent in the
GHSA strategic objectives is the strengthening of institu-
tions that promote health security through the sharing of
information, best practices, and lessons learned. The GHSA
also seeks “to prevent, detect and respond to infectious dis-
ease outbreaks, including health system strengthening.”#
This mission includes promoting responsible biosafety and
biosecurity within member nations.

The United States also promotes global biosafety and
biosecurity through such programs as the Nunn-Lugar
Cooperative Threat Reduction program,'® the CDC’s
Global Disease Detection Centers,'*! and the Department
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of Defense Global Emerging Infections System
(DoD-GEIS)'*? program. While each of these programs
has broader missions, an important component of each is
the promotion of responsible laboratory programs through
biosafety and biosecurity assistance and training.

The United States also has a Biological Select Agent
and Toxins program, Biological Personnel Reliability
Program, facility and principal investigator registration
requirements, strict inventory controls, and packaging,
handling, transport, and transfer requirements and pro-
cedures. Other countries have similar programs; however,
they are not standardized across the globe, and many
nations do not have these basic provisions for safely man-
aging research and development of dangerous pathogens.
For example, the WIV was experimenting with bat coro-
naviruses using BSL-2 precaution, which is not the recom-
mended level for working with these types of dangerous
pathogens. It is risky to conduct this type of research using
this level of precautionary practices. However, all these
approaches, whether international, regional, or national,
have not proven to be entirely effective in eliminating lab
accidents.!%?

Laboratory Management Best Practices

There are best practices for safe and secure laboratory
management. These best practices include standards and
norms of behavior, codes of ethics, institutional bio com-
mittees, and national laws, policies, and regulations.

The Biosafety in Microbiological and Biomedical
Laboratories (BMBL)—first released in 1984 and now in its
6th Edition—serves as the “cornerstone of biosafety prac-
tice in the United States.” The BMBL stemmed from early

efforts “to promote the use of safe microbiological prac-
tices, safety equipment, and facility safeguards that reduce
LAIs [laboratory-associated infections] and protect public
health and the environment.”** The BMBL has become

the authoritative source for biosafety and biosecurity in

the United States. It provides definitions and principles for
working with a wide variety of biological pathogens at well-
defined biosafety levels.

While the BMBL provides the basics, those laboratories
and organizations that conduct research or store biologi-
cal pathogens also have direct responsibilities for biosafety
and biosecurity. Laboratory facilities generally have stan-
dard operating procedures and internal policies that guide
the work that is being done in those facilities. Codes of
ethics outline the expectations for responsible laboratory
behavior. Institutional biorisk committees within research
organizations are responsible for approving experiments
to ensure they meet rigorous standards of professional
behavior, that the science is being done correctly following
the scientific method, and that proper safety measures are
in place. However, according to one study of institutional
biorisk committees published 18 years ago, these commit-
tees do not consistently comply with NIH regulations, and
NIH does not consistently enforce them.!®

The BMBL contains specific guidance on the develop-
ment of a biorisk management system for all laboratories
working with biological pathogens. It is based on a system
approach, which enables an organization to effectively
identify, assess, control, and evaluate the biosafety and
biosecurity risks inherent in its activities. The biorisk
management system establishes the biorisk management
principles that enable laboratories and related facilities to
achieve their biosafety and biosecurity objectives; defines
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Biosafety and biosecurity are imperatives for any nation,
organization, facility, or laboratory that does research on

or stores biological pathogens.

the essential components of a biorisk management system
framework to be integrated into a laboratory or other
related organization’s overall governance, strategy and
planning, management, reporting processes, policies,
values, and culture; and describes a comprehensive biorisk
management process that mitigates biosafety and biosecu-
rity risks.

A comprehensive biosurety approach encompasses
biosafety and biosecurity. Biosafety is achieved through
documented standard procedures in addition to physical
controls for containment functions and PPE use for the
safety of people working in a laboratory. Biosafety includes
equipment and the construction of the laboratory itself,
as well as the practices used by laboratorians. Biosecurity
is the protection of facilities or laboratories against theft
or diversion of agents that could be used for nefarious
purposes. Biosecurity employs pathogen access control;
inactivation and viability testing standard operating proce-
dures and testing; strict inventory and secure storage; and
safe handling, packaging, and transport of the agents. Bio-
surety adds to the biorisk framework by including the agent
accountability and personnel reliability needed to prevent
unauthorized access to the agents. Personnel reliability
includes initial personnel vetting and periodic evaluation
of fitness via medical screening for physical and mental
health.

To prevent an agent from escaping a high containment
laboratory, a worldwide biosurety management system of
this sort is urgently needed. Currently, various standards
and best practices at international and national levels are
followed with varied degrees of rigor, but no comprehen-
sive system exists. Some nations lack some or all the bio-
surety practices.

Strengthening Current Systems

Biosafety and biosecurity are imperatives for any nation,
organization, facility, or laboratory that does research on or
stores biological pathogens. While there are international
guidance documents, there are no mandated policy guid-
ance or regulatory requirements for those who are working
with biological pathogens. The lack of requirements means
there are no international standards but rather a hodge-
podge of national approaches to biosafety and biosecurity.
Furthermore, there is no quality control or inspection cri-
terion that guides work done in these international facili-
ties and laboratories.

There is an overwhelming need for a new approach to
biosurety. There are several options for enhancing global
biosafety and biosecurity. The first priority is encourag-
ing BWC signatory countries to adopt national laws that
further the implementation of the convention. While the
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BWC requires that nations develop national implementa-
tion laws that relate to the articles of the convention, only a
small percentage have thus far complied with this require-
ment.!” The Verification Research, Training and Informa-
tion Center (VERTIC) compiles a list of BWC legislation by
country that captures which countries have laws, executive
orders, and regulations.!®” Some nations have few specific
measures for enforcing BWC-related issues. Regardless

of the exact numbers for each nation, examining several
countries indicates the different approaches being under-
taken across the international community. Greater stan-
dardization in this regard would be beneficial.

Second, developing a “BMBL equivalent” international
standard that defines standards for basic areas—such as
the principles of biosafety and biosecurity, definitions of
biological safety levels (i.e., levels of containment), and the
use of safety equipment—is also imperative.

Third, specific requirements should be developed that
relate the dangers of the biological pathogen to the level of
security at the facility or laboratory. These requirements
should include the physical, cyber, and information secu-
rity at the facility. For especially dangerous pathogens,
those for which there are either no or limited medical
countermeasures, such as vaccines and therapeutics, spe-

cial precautions should be undertaken to ensure the secu-
rity of these pathogens.

Fourth, national inspection protocols should be
required for all laboratories and facilities within a country’s
borders that conduct research on pathogens requiring a
BSL-3 or higher level of facility. This requirement should
also pertain to laboratories and facilities that conduct what
the United States calls Dual Use Research of Concern. Any
laboratory personnel working at BSL-3 or above should
also have regular training and education. Finally, BSL-3 or
above laboratories should have national-level inspections
on an annual basis.

Finally, the leadership of all biological laboratories
should be required to attend training and education
emphasizing biosafety and biosecurity. Following atten-
dance, the head of the laboratory should be required to
conduct a self-assessment of the laboratory. Leaders should
also be responsible for conducting periodic training and
education with their staffs and promoting a culture of
responsibility within their laboratories. This set of mea-
sures would greatly enhance lab biosecurity and biosafety
around the globe.
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CHAPTER SEVEN
Meeting the Medical Supply Needs
of the Next Pandemic

Bradley Martin and Daniel Gerstein

The COVID-19 pandemic strained the resources of the
United States at every level and in numerous communi-
ties. It has hospitalized millions of people, and estimates of
the number of deaths worldwide range from more than six
million reported to WHO!*8 to as many as 18 million.!*®
The pandemic laid bare some significant vulnerabilities

in the highly interconnected economies of the current era,
and it reemphasized China’s importance in the U.S. supply
chain. The vulnerabilities described in this chapter are, in
many ways, national security issues because unless they are
addressed, they could be leveraged by a foreign power to
hold hostage the U.S. public health supply chain.

The effects on U.S. supply chains can be seen across
all goods and services and within all critical infrastruc-
ture areas. COVID-19 exposed critical vulnerabilities that
have come to define our economy. For materials that are
important for contending with a global pandemic, the U.S.
economy lacks resilience and has prioritized efficiency over
preparedness. We have a just-in-time logistics system that
does not work in times of crisis, including during a pan-
demic. The results are measured in unforeseen disruptions
and increased risks.

Early in the pandemic, it became clear that the virus
and responses to it were wreaking havoc with supply
chains. The People’s Republic of China’s (PRC’s) lockdowns
and stringent limitation of economic activity consequently
restricted many other nations’ access to critical medical

supplies. However, even where preparedness and response
through planning, stockpiling, training, and exercises had
occurred, the United States experienced shortfalls in its
supply chains from lack of timely decisions, mixed mes-
sages to the public, and the presidential decision not to
employ such capabilities as the Strategic National Stockpile
(SNS) and Defense Production Act (DPA). In short, prob-
lems with our supply chains were exacerbated by leadership
failures.

The COVID-19 pandemic also illustrates the impor-
tance of early and decisive decisionmaking, especially as it
pertains to supply chains. This would be true even in the
absence of a strategic competitor. However, China’s role as
a competitor, major trading partner, and manufacturer of
key commodities (including medical supplies) exacerbated
the supply chain issues faced by the United States and the
broader international community. Under different circum-
stances, China or another foreign power might withhold
key public health supplies to extract favors.

The COVID-19 Pandemic

COVID-19 surfaced as a serious public health concern in
early 2020. As the number of critically ill patients increased
in the United States, it became clear that the nation’s supply
of intensive care units was insufficient. Surge facilities were
constructed, but then the lack of trained personnel to staff
the expanded facilities became an issue.?0 Simply identify-
ing hospital capacity and trained medical personnel was
a serious problem and continues to be a challenge as new
variants emerge and the epidemic ebbs and flows.2%

While this chapter focuses on medical supply chain
issues, it is useful to examine the state of our supply chains
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across other commodity areas to appreciate the scope and
scale of the broader issues the U.S. economy and medi-
cal supply chains faced as a result of COVID-19. A March
2020 report indicated that COVID-19 had “disrupted
supply chains for nearly 75% of U.S. companies.”?%? These
disruptions caused multiple problems for the workforce,
manufacturing, transportation, and loading and shipping
of goods in China. Of the companies interviewed, 44 per-
cent offered that they did not have a plan to address these
disruptions.203

These shortfalls also occurred in medical supplies and
PPE. The nation was faced with such unexpected dilem-
mas as shortages of nasal swabs and chemicals for testing
kits.?04 Shortages of N-95 protective masks became appar-
ent and even may have affected the early advice about the
desirability of mask-wearing. “I don’t regret anything I said
then because in the context of the time in which I said it,
it was correct,” said Dr. Anthony Fauci, the government’s
top infectious disease advisor. “We were told in our task
force meetings that we have a serious problem with the
lack of PPEs and masks for the health providers who are
putting themselves in harm’s way every day to take care of
sick people.”% The shortages in PPE and medical supplies
resulted in unhealthy competition rather than collabora-
tion, hoarding of supplies across the globe, and a form of
supply chain nationalism.

Shortages of basic components of complicated medi-
cal equipment, such as ventilators, also became a cause
for concern. Ventilators are commonly used in hospitals
to support breathing by getting additional oxygen into
patients’ lungs. In February 2020, as far as the U.S. medi-
cal and public health establishment knew, there was a suf-
ficient supply of ventilators. Several thousand ventilators

were also contained within the U.S. SNS that was estab-
lished originally to stockpile medical countermeasures and
equipment that could be needed in the event of a bioterror-
ism attack.2%¢ However, public health planners had failed to
appreciate the necessity of larger numbers of ventilators in
the case of a pandemic. The COVID-19 pandemic resulted
in an explosion in the demand for ventilators that eventu-
ally exceeded the supply available for critically ill patients
whose numbers were neither anticipated nor planned for.2?”
Demand went up 500 to 700 percent, and the shortage of
ventilators was dire.208

Shortages in factory capacity and components and, in
some cases, a lack of experience in manufacturing ventila-
tors limited capabilities to build to the anticipated require-
ments. Components such as filters, alarms, tubing, and
power supplies were produced in different countries world-
wide, with indeed some produced in the Wuhan District of
the PRC, which was largely shut down due to COVID-19.20°

The spike in demand for some commodities was chal-
lenging in itself; the lack of information on commodity
origin was even more problematic. Not knowing where all
the components for a product are made is not a problem
for most users. If supplies move freely and production
moves toward the places where these parts can be read-
ily obtained, few notice the sourcing. However, in a crisis,
whether manmade or externally imposed, not knowing
the origins of materials can become a serious problem
when normal flows cease. The rush to find parts for and
build ventilators provides an example of the supply chain
challenges.

Some supply chain shortages stem from long-term
business arrangements that increasingly rely on overseas
markets for vital ingredients. One such example is APIs,
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which are essential for the pharmaceutical market. Accord-
ing to one source, “28% of manufacturing facilities making
active pharmaceutical ingredients (APIs) for the U.S.
market are based in the U.S. The remaining 72% of API
manufacturers supplying the U.S. market are outside the
U.S,, this includes 13% in China.”!? To further highlight
the concern, the Food and Drug Administration identified
“approximately 20 drugs which solely source their active
pharmaceutical ingredients or finished drug products from
China.”?!!

Other medical supply chain problems come from
scarce ingredients that are only available (in this case
grown) in certain areas of the world. One example is the
Quillaja saponaria tree that is only found in Peru, Chile,
and Bolivia, which is used as an adjuvant in the shingles
vaccine and as an immunostimulant.2!?

The Implications for U.S. National Policy

The rapid development of COVID-19 vaccines stands as a
remarkable scientific and medical achievement. The abil-
ity of the U.S. pharmaceutical industry and laboratories to
generate advanced medical technology does not appear to
be at issue. What is at issue is access to such routine items
as PPE, laboratory supplies, parts for medical equipment,
and potentially the APIs for generic medications.?!* With
no effort by any malign actor to undermine supply, supply
chains across the world were disrupted, with risk imposed
on all countries, including the United States. Factor in
possible actions by a competitor bent on exerting influence,
and the problems may prove difficult and have serious
national security implications.

Structural Issues with Medical Supply

Although this pandemic has illuminated medical supply
deficiencies in a profound way, solutions to these chal-
lenges are not so easily identified. A major factor has to do
with the structure of the U.S. health care system and how
care is delivered and distributed. There are no incentives
for the private sector to take steps to address these prob-
lems; instead, public health entities will need to take the
lead. The economics of medical delivery are complicated,
and this Perspective is not intended to grapple with the
policy (or ethical) questions that attend the process of care
delivery and distribution. RAND has an extensive body of
research on this broad set of topics.?!

The U.S. health system is effectively a fragmented,
for-profit enterprise in which the actors expect private gain
for goods and services delivered. This is not necessarily an
inducement to broad competition and has in fact resulted
in near monopoly of drug manufacturing and distribu-
tion.?!> Without even attempting to address questions of
equity, we can say that private incentives would not, in and
of themselves, naturally create conditions of readiness for a
pandemic. Public health and national security are provid-
ing public goods, which involves a set of incentives beyond
what individual economic actors will provide.21¢

So, What Can Be Done?

We do not specifically know what public health challenges
the world might face in the future. Challenges could come
from diseases, man-made or natural, intentionally or unin-
tentionally spread, or they could come from natural disas-
ters, wars, or market collapses. Any of these circumstances
would require a response from the USG because the prob-
lems are so large that neither local jurisdictions nor the
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The government must take action to replenish its

stockpiles.

private sector would be able to muster the resources to deal
with them. Response efforts will also require coordination
with geopolitical allies, commercial partners, international
organizations, and the range of stakeholders in public
health. But the United States can take steps to improve
response capabilities and consider hostile interference in
the supply chain by adversaries, particularly when dealing
with potential supply shortages like those the nation has
experienced with the COVID-19 pandemic over the past
two years.

As a first step, critical supply chains must be mapped
to enable a more complete understanding of where critical
components and finished goods are sourced and to iden-
tify potential challenges. This undertaking is well beyond
the scope of individual government agencies, individual
companies, or even industry trade groups. HHS and the
Department of Homeland Security have led discussions
with trade groups that indicated that they were both sur-
prised by and unprepared for the complex relationships
among suppliers for things as simple as nasal swabs and as
complex as APIs for generic drugs.

Second, the government must take action to replenish
its stockpiles. Both the executive branch and the Congress
have a role in making sure stockpiles are adequately funded
and maintained. Some high-demand commodities can be
readily stored for extended periods or regularly rotated
as they reach shelf life. These commodities include PPE

and components common to medical equipment (such as
tubing or pressure valves). U.S. policymakers must also
reevaluate the SNS to clarify missions, stockage types
and levels, and distribution procedures to ensure that the
SNS will be responsive to the needs of the local authori-
ties during crises. But stockpiles are not the answer to
everything.

When the SNS was originally envisioned as the
National Pharmaceutical Stockpile in 1999, it was intended
for preparedness and response against bioterrorism. How-
ever, since its inception and the changing of the name to
the SNS in 2003, the missions have continued to expand,
as has the inventory within the stockpile. The SNS now has
mission to support “all hazard” preparedness and response,
yet it still retains a focus on bioterrorism, which can be
seen in the medical countermeasures that are contained
within the SNS. Furthermore, the SNS was never intended
to be able to completely service a widespread, national-level
event.

The need for some items may not be known, or they
could not realistically be kept in reserve pending an emer-
gency. For example, ventilator storage becomes difficult
over an extended period because the equipment needs
periodic maintenance.?l” Moreover, ventilators cannot be
manufactured quickly.?!® To address the challenges inher-
ent in having an adequate supply of ventilators requires
investing in more manufacturing and maintenance capa-

48



bilities with the understanding that there will be sunk costs
and, potentially, unused capacity. Similarly, drugs have a
shelf life and, without specifically knowing which will be
necessary, trying to keep a sufficient amount on hand for
an unknown future pandemic might be unrealistic.

Third, we must take a network approach to develop-
ing a strategic national supply chain that brings together
all the different methods that can be used for ensuring that
the necessary supplies are available when needed for future
pandemics. The SNS is only one component of a larger
network of capabilities that must be harmonized through
planning, training, and exercises and adapted as neces-
sary for specific crises. Government subsidies to maintain
warm production lines could be established for some key
commodities required in the event of certain emergencies.
For example, response to a pandemic requires a ready and
continuous supply of N-95 masks, certainly more than is
reasonable to stock for the nation over a two-year period, as
has been the case with COVID-19.21

To the extent possible, procurement should be con-
ducted as a collaborative effort between the federal and
local (i.e., state, local, tribal, and territorial) authori-
ties. Such an undertaking means bringing together key
stakeholders to coordinate efforts and, where possible,
relying on national-level procurement to take advantage
of economies of scale. It can also mean working with
manufacturers—both pre-crisis, during planning, and for
crisis response—to have direct contracting agreements in
place. As part of this analysis, we should examine where it
might be possible to shorten supply lines by reshoring com-
modities that are critical to our preparedness and response.
The role of the DPA should also be considered as an avail-
able resource for obtaining critical supplies, equipment,

and services.?20 The DPA provides the federal government
with the authority to access industry “to prepare for and
respond to military conflicts, natural or man-caused disas-
ters, or acts of terrorism within the United States.”?2!

Lastly, meeting the medical supply needs of the next
pandemic will continue to depend on research, develop-
ment, and innovation conducted prior to the next crisis or
as that crisis is unfolding. Today’s scientific discoveries and
technology development provide the capabilities for tomor-
row that support crisis preparedness and response.

Operation Warp Speed (OWS) provides an interesting
example to illustrate the importance of research, develop-
ment, and innovation. OWS was a comprehensive program
that sought “to begin delivery of 300 million doses of a
safe, effective vaccine for COVID-19 by January 2021, as
part of a broader strategy to accelerate the development,
manufacturing, and distribution of COVID-19 vaccines,
therapeutics, and diagnostics (collectively known as
countermeasures).”??2 While OWS was officially estab-
lished in March 2020, the science undergirding the vaccine
development can be traced to research and development
programs that had been ongoing for decades, including
the Human Genome Project—the international effort to
map the human genome led by NIH and the Department
of Energy—and the Defense Advanced Research Projects
Agency’s early research and development funding of mes-
senger RNA technologies that formed the foundation for
two of the earliest and most successful of the COVID-19
vaccines that employed this technology.

OWS also revealed some difficult lessons about supply
chains that should be considered for future distribution
of medical countermeasures. Specifically, supply chains
must be considered to extend from the development and
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distribution of key equipment, supplies, and medical coun-
termeasures to the “last tactical mile,” which, in the case of
vaccines, means to the point of getting shots into arms. In
the early stages of vaccine distribution, OWS took respon-
sibility only for the supply chain that reached into the
states’ centralized distribution centers, but this was found
to be ineffective for achieving the ultimate goal of vacci-
nating the greatest number of people possible as rapidly as
possible. By extending the supply chains to the last tactical
mile, the distribution process was streamlined.

While the distribution varied among states, the Federal
Emergency Management Agency and National Guard often
either augmented or even took charge of vaccine distribu-
tion (of course, in coordination with each state’s governor’s
priorities). OWS also reinforced the criticality of commu-
nications between federal and local authorities in vaccine
distribution. At the beginning, there were communications
gaps between state and federal authorities that hindered
the overall vaccination program.?3 Once these two short-
falls were addressed, the pace of vaccinations dramatically
increased.

Conclusions

Access to essential products and commodities in a
pandemic-type environment requires having sufficient

accessible capacity in the domestic industrial base to allow
a rapid increase in production, which may require outright
subsidy by the USG. Development could be funded through
the existing system of federally funded laboratories and
development centers. Maintenance of manufacturing capa-
bility, however, poses a different set of complicated issues,
which will take concerted research and planning efforts,
enabling legislation, new organizations, and, likely, addi-
tional funding.

COVID-19 has taught us about the type of supply
shortages that can arise in a public health emergency, and
we need to use that information to plan for the future—to
know where our supplies come from, stockpile realistic
quantities when we can, and put in place the mechanisms
needed to ensure access to capacity. HHS and its compo-
nent elements, such as the CDC, along with the Depart-
ment of Homeland Security and its Federal Emergency
Management Agency component are the appropriate enti-
ties to lead these operations. The Department of Defense
can also provide a ready source of support, as in the case of
OWS and last tactical mile vaccine distribution. The expe-
rience of the COVID-19 pandemic underscores how many
different government elements have important national
security missions when faced with a public health crisis of
this magnitude.

50



CHAPTER EIGHT
American Attitudes About Vaccine
Globalism

Katherine Grace Carman and Anita Chandra

SOURCE: WHO photo, used with permission.

The United States delivered 1 million doses of the Moderna vaccine to Tunisia
through the COVAX mechanism in July 2021.

The COVID-19 pandemic is a global threat, with nearly
500 million cases and 6 million reported and 18 million
estimated deaths throughout the world as of the end of
May 2022.22* Furthermore, despite the development of
highly effective vaccines, vaccine access is not universal,
with poorer countries lagging much farther behind richer
countries. Health experts fear that new variants may arise
and perhaps be more pernicious in countries where vac-
cination rates remain low. One potential strategy to help

suppress future spread of COVID-19 is for wealthier coun-
tries that already have high vaccination rates to donate
vaccines to those countries in need and provide resources
to ensure effective use. Thus far, the USG has donated
more than 537 million vaccine doses to more than 110
countries, and President Biden has pledged to share a total
of 1.2 billion doses.??> Understanding Americans’ attitudes
toward vaccines for themselves and others remains impor-
tant for fighting any variant of COVID-19 and addressing
any future infectious disease that may spread around the
globe. There has been significant and warranted concern
about vaccine nationalism at the national policy level, but
RAND endeavored to understand whether attitudes that
may underlie this concern are expressed by the American
public.?2¢

In September 2021, as the Delta variant was beginning
to decline but before the emergence of the Omicron vari-
ant, RAND researchers asked a group of 1,753 Americans
about their views on sharing vaccines with other countries.
These questions were part of the final survey in a series of
surveys of the American health mindset and COVID-19
experiences, funded by the Robert Wood Johnson Founda-
tion and conducted at four time points between summer
2020 and fall 2021.2%

More than two-thirds of respondents strongly or some-
what agreed that the United States should send extra vac-
cines to other countries (Figure 8.1, top panel). While the
Delta variant was still affecting Americans in September
2021, nearly 60 percent of Americans reported that they
agreed that if the United States did not help to fight the
spread of COVID-19 in other countries, it would put the
country at greater risk (Figure 8.1, bottom panel).
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FIGURE 8.1

American Views About Sharing Vaccines with Other Countries

The United States should send extra vaccines to other countries.

If the United States does not help to fight the spread of COVID-19 in other countries (e.g., sending
vaccines, sending money), it will put our country at greater risk.

H Strongly agree
[l Somewhat agree

o [

Neither agree nor disagree Ml Strongly disagree
Somewhat disagree

SOURCE: Experiences of Populations at Greater Risk Survey (Carman et al., 2021).

Support for global strategies was much higher among
those who reported receiving at least one shot of any
COVID-19 vaccine (Figure 8.2). For both questions, more
than 70 percent of those who had received at least one
shot supported a global response, while only one-quarter
to one-third of those who were unvaccinated supported a
global response. The difference between these two groups
is striking.

We also observed strong differences by income and
education, which are notable when describing the extent
of public will. Those with higher incomes (Figure 8.3)
and higher levels of education were generally more likely
to support global strategies. Those with incomes over
$100,000 per year were more than 20 percentage points
more likely to agree than those in the lowest-income
groups, and those with more than a college education were

approximately 20 percentage points more likely to agree
than those with less than a high school education.

Overall, American support for sharing vaccines glob-
ally was high even before the most recent variant. This is
a cause for optimism for two reasons. First, while findings
about the American health mindset—including in this set
of surveys—have often underscored a sense of health indi-
vidualism, in this case, there appears to be a deeper under-
standing of the benefits of acting at a global level.?28

Further, these findings may reflect an American rec-
ognition of the interdependence inherent in pandemics and
the benefit from proactively addressing the issue beyond
U.S. borders to truly be on the path to pandemic recovery.

These survey results suggest that policymakers may
have more public support than anticipated to take mea-
sures to help other countries contend with disease out-
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FIGURE 8.2
Interest in Sharing Vaccines, by Personal COVID-19 Vaccination Status

The United States should send extra vaccines to other countries.

Received at least
one shot

Unvaccinated

75%

If the United States does not help to fight the spread of COVID-19 in other countries (e.g., sending
vaccines, sending money), it will put our country at greater risk.

Received at least
one shot

Unvaccinated 23%

70%

SOURCE: Experiences of Populations at Greater Risk Survey (Carman et al., 2021).

breaks that have the potential to spread to the United
States. As the COVID-19 pandemic wanes, and many
countries tentatively return to normal, policymakers and
health professionals have some noteworthy successes to
herald amid millions of deaths attributable to the virus.
Effectively communicating the value of global vaccine
sharing requires deft crafting of the public message and
consideration of the differences in public attitudes by
sociodemographic factors, such as income and education.
If policymakers make the case, with attention to subgroup
differences in acceptability and understanding, that pro-
viding vaccines to other countries facing an outbreak is
in the interest of preventing a health crisis in the United
States, the political downsides may not as great as many
feared.

While it is unclear how durable positive attitudes
towards vaccine globalism will remain among the Ameri-

can public, the enduring resistance to proven measures to
stem COVID-19 in the United States among some groups
via vaccinations, mask wearing, testing, and social distanc-
ing remains worrisome, particularly as we consider this in
the context of waning general trust in public health.??° To
further strengthen the value of global vaccine sharing as
part of American discourse, policymakers might highlight
the role donations of safe and effective vaccines have had in
the containment of COVID-19 in foreign countries. Cel-
ebrating the end of the battle against COVID-19—won, in
part, by mass vaccinations—could underscore the benefits
of vaccines in future pandemics.

More study of how to effectively augment the Ameri-
can public’s appreciation of the value of sharing vaccines
globally is needed. It is conceivable that another point of
national pride related to the rapid development and pro-
duction of vaccines in the United States and Europe could
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FIGURE 8.3
Interest in Sharing Vaccines, by Income Status

The United States should send extra vaccines to other countries.
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$10,000-24,999
$25,000-49,999
$50,000-74,999
$75,000-99,999

$100,000+

If the United States does not help to fight the spread of COVID-19 in other countries (e.g., sending
vaccines, sending money), it will put our country at greater risk.

<$10,000
$10,000-24,999
$25,000-49,999
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$75,000-99,999
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SOURCE: Experiences of Populations at Greater Risk Survey (Carman et al., 2021).
NOTE: Percentages show respondents who indicated that they strongly agree or somewhat agree with the statement.

be leveraged to extend positive views of vaccine sharing. Sputnik-V and China’s Sinovac vaccines have not proven
The dreaded wait for the development of safe and effective to be as effective. Countries that originally accepted these
vaccines took much less time than feared during the vaccines promoted by Russia and China have moved to
early phases of the COVID-19 pandemic. The Russian vaccines produced in the United States and European
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countries.??? Moreover, the development of these vaccines
has not been transparent. The WHO has never approved
Sputnik-V because of the lack of transparent trial data, and
the Russian national approval of the vaccine short-circuited
the bulk of the usual clinical trials.?3!

Highlighting the vaccine development and production
miracle helps to set expectations for developing and pro-
ducing vaccines to contend with future outbreaks of novel
infectious diseases. The United States has slowly become a
major supplier of vaccines to nations in need. While Russia
and China heralded their vaccines early and often, the
United States has a remarkable story to tell, and telling it
will further bolster its leadership on global public health
issues. The full story of vaccine diplomacy is still develop-
ing, but, ultimately, the United States could have a compel-
ling one to tell based on its donation of doses to WHO and
UN programs, as opposed to just bilateral sales.

We are documenting the many government missteps
in responding to the COVID-19 pandemic and the missed

actions to prevent some pandemic-related deaths in the
United States. But the development and production of
effective vaccines in the West, and in the United States in
particular, has been a success. The safety and effectiveness
of U.S.-produced vaccines should positively add to Ameri-
can credibility as a dependable steward of global public
health. Understanding the public’s more globally aware
attitude toward sharing vaccines with other countries sug-
gests that there may be a path to advance public health
actions even in a politically polarized environment, but
only with careful consideration of public health messag-
ing. American political and public health officials should
explore ways to leverage credibility in vaccine development
and support by the American public to establish a renewed
leadership role in international negotiations and discus-
sions on matters of global public health.
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CHAPTER NINE
Conclusions

John V. Parachini and K. Jack Riley

As the COVID-19 pandemic continues into a third year,
the picture is mixed on how it will end, what measures will
be needed to manage new variants, and what to do to pre-
vent another global outbreak. Despite the alarming trans-
missibility of the Omicron variant and the tragic number
of resulting deaths, as of this writing, while waves of the
virus continue to ebb and flow, deaths rates are declining—
but new variants are likely to come in the future, and
anything is possible. Development of COVID-19 vaccines
exceeded expectations in terms of the speed of develop-
ment and effectiveness against poor outcomes. These vac-
cines have saved countless lives around the globe. There is
increasing evidence that the development of antiviral drugs
such as Paxlovid may also prevent high-risk patients from
needing hospitalization.?*> However, distributing vaccines
to the populations of countries in the developing world
remains a serious, unresolved challenge that now competes
with other seemingly more immediate health challenges.?%
Failure to increase vaccination uptake in nations
where they are readily available and distribute vaccines
to vulnerable populations around the globe that have not
yet been reached prolongs the pandemic. New variants
may arise, result in more preventable deaths, pose a drag
on economies, and contribute to international tensions not
yet foreseen. Already the Omicron and BA.2 variants have
displayed new characteristics and are spreading widely
even among vaccinated people. Reducing the impact of
these variants thus far has not been stymied because of
problems of biology. The problems are a result of human

behavior and government policy. In short, they are prob-
lems that can be significantly lessened if there is the will to
act upon valid scientific evidence and sound medical guid-
ance. Survey results indicate that most Americans support
global measures, particularly when they understand the
link between global health measures and their impact on
local health conditions.

Capabilities for testing, amassing, and sharing
data in common formats and for genetic sequencing all
need to be increased to contend effectively with future
outbreaks. The pandemic has stimulated new initiatives
that better equip countries to detect and manage a future
pandemic outbreak. For example, wastewater surveillance
has proved effective in detecting COVID-19 surges. In
September 2020, the CDC launched a National Wastewater
Surveillance System “to coordinate and build the nation’s
capacity to track the presence of SARS-CoV-2,” which has
emerged as an early warning system.?3* As with many of
the pandemic-era data-generating initiatives, the challenge
is obtaining the data quickly in forms that can be analyzed
effectively and generating meaningful and actionable
insights. Other countries are making noteworthy progress
in this area as well .23

Although the United States was slow to ramp up its
testing capability because it lacks a uniform and central-
ized system for collecting testing data, these capabilities
are, fortunately, much improved after two years of contend-
ing with the virus. Testing wastewater has also expanded,
which adds another important source of information on
the spread of the virus.?3¢ Genetic sequencing of virus test
samples can provide an early warning measure for new
variants. Two former DoD officials responsible for biologi-
cal defense measures have argued that “Next-generation
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genomic sequencing, enhanced by machine learning and
Al [artificial intelligence] is now making it possible . . . to
characterize a pathogen and engage in real-time monitor-
ing of its behavior.”?*”

Their focus was on rapidly identifying pathogens used
as weapons, but these capabilities also apply to more-likely
occurrences, such as natural outbreaks. Gaining access to
the genetic information of a new infectious disease can give
officials and health professionals the decision advantage
needed to inform the type of public health policies and
practices put in place to counter COVID-19, such as mask
wearing, hand washing, and social distancing. At least
according to what we know about the variants thus far,
these are simple actions that can limit infection.

Detecting an outbreak requires a vigilant testing
system that produces results rapidly, accurately, and in a
volume that can make a difference. The good news is that
many countries, including the United States, have devel-
oped the capability to analyze the genetic information of
viruses and have shared the findings broadly. A best prac-
tice has been established and will be valuable in the future
if it is built upon and sustained.

Despite a global backdrop of many interstate tensions,
there are also encouraging signs of global cooperation
to address the current pandemic and prevent or better
manage a future one. World Health Assembly negotia-
tions for an international convention to prevent and better
manage future pandemics are a clear sign of multilateral
willingness to foster international public health coopera-
tion. As Daniel Gerstein describes in Chapter Four, there
are a number of options to improve international capa-
bilities to address future outbreaks. Given the existing
organizations and options available, the WHO seems to

be the default organizational option.?*® However, the surge
of proposals and the World Health Assembly negotiations
also represent an acknowledgment that the WHO?’s per-
formance has been lacking and that its existing authorities
and capabilities are insufficient. While these negotiations
for an international convention to handle future pandem-
ics will likely take time and may not produce bold changes
in the short term, it is a constructive step for governments
to collaborate on global public health matters. Whether or
not fundamental change comes from these negotiations
remains to be seen.

One of the tough issues to address is establishing
regular practices of allowing independent international
officials to investigate the origins of an outbreak. In an
era of resurgent nationalism, negotiators will need to make
compelling arguments that, to lessen the chance of future
pandemic outbreaks, national leaderships need to allow
WHO or some other multilateral group to investigate con-
cerning infections. The negotiations have thus far outlined
six “action tracks” for the accord—health care systems;
zoonotic outbreaks; endemic tropical diseases; food safety;
antimicrobial resistance; and protecting the environ-
ment.23® Conspicuous by their absence are tracks on inter-
national investigations, research with potential pandemic
pathogens, and preventing laboratory accidents, all topics
highlighted by the COVID-19 pandemic. Hopefully, these
topics will be covered in the six tracks in some way. Claims
of national sovereignty should not impede international
investigations that can support national authorities and
further global interests. One should have no illusions about
the prospects of achieving this degree of cooperation with
authoritarian governments that may see this level of trans-
parency as a potential threat to their sovereignty. Trans-
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parency about a public health crisis that can spill across
borders needs to be a norm that all regime types embrace
because it is in their societal interest to do so.

Recent sharing of information on the Omicron vari-
ant demonstrated that processes for sharing information
about new variants of the COVID-19 virus are possible
and, if effected rapidly, can produce valuable preventa-
tive results. Exchanging information down to the level of
a virus’s genetic sequence is an important advent. South
Africa’s discoveries of the Delta and Omicron variants stem
from an effective network of its research and public health
institutions to collect patient samples, conduct thorough
genetic sequencing, and share the results widely with South
African and international organizations; this coordination
saved lives. The South African organizations that compose
the national network are models of responsible transpar-
ency.?4? Unfortunately, South Africa’s good international
public health stewardship was swiftly met with travel bans
from a host of nations, including the United States. While
it may be correct to prohibit international travel to stem the
spread of an infectious disease, if the travel ban applies to
only some countries and not to all, it is a poor containment
measure.

Rapid sharing of information on outbreaks with
international scientific and public health partners is
critical to the development of effective policy measures.
Had Chinese authorities shared more information with
international partners at the beginning of the COVID-19
outbreak, quantitative modeling indicates that it would
have significantly lessened the outbreak in China itself and
in other countries around the globe.?*! True, the conflu-
ence of events and bureaucratic layers combined to produce
a perfect storm, and Chinese authorities performed better

than they did during the SARS outbreak in terms of the
number of days between outbreak, national action, and
international notification, but the effort was not effective at
preventing what led to a global pandemic.

Chinese regional and national bureaucratic politics
combined to prevent what needed to be done to avert a
global health crisis. We now know that if Chinese local and
national authorities had been more transparent at early
stages in the outbreak and cooperated with the WHO and
other international offers of help, millions of lives might
have been spared in this once-in-a-century event. If initial
case data had been more widely shared, public health offi-
cials might have understood sooner that human-to-human
transmission of COVID-19 could occur via individuals
who were asymptomatic, and important health policy mea-
sures could have been put in place much earlier.

Chinese authorities are not alone in their responsibil-
ity for the tragic results in other countries, particularly
the United States. For example, in the United States, even
early and sustained implementation of such simple behav-
ior practices as social distancing and mask wearing would
have saved lives. President Trump downplayed the poten-
tial severity of COVID-19 and suggested that it would fade
away, which contradicted scientific evidence and led to
disastrous public health outcomes. Two great nations were
not well served by their national leaders.

Given how major powers have struggled to effectively
address the COVID-19 pandemic, the ultimate gesture
of humility would be for them to push for measures to
encourage transparency for data associated with outbreaks
to be adopted as an international norm. While unlikely
because of political differences, imagine the impact of a
coalition of the United States, China, India, Brazil, Iran,
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and Italy committing to transparent cooperation at the
onset of outbreaks. These states all suffered from rapid
spread early in the pandemic. Their united commitment
would serve as a powerful example of the importance of
sharing of disease outbreak information. Unlikely partners
in such a coalition would set an important standard that
other nations would have great incentive to meet.

Many of the proposals for reforming the WHO call
for greater sharing of outbreak information and allowing
third parties to verify the information shared. Countries
severely affected by the pandemic can reinforce the value
of early disease information sharing in regional forums,
such as annual meetings of the Organization of American
States, the Organization of African Unity, the Association
of Southeast Asian Nations, the European Union, the G-20,
and other similar multilateral meetings. With regional
political and economic forums embracing outbreak trans-
parency and information sharing, the practice is more
likely to become an accepted and practiced international
norm.

Even the best mechanisms for sharing information
cannot overcome policymakers who fear political backlash
if they enact policy measures that require inconvenient
change to save lives. Once information is provided to
national leaders, it is incumbent upon them to make deci-
sions that maximize protecting public health as opposed
to minimizing political damage. The leaders of Brazil,
India, and North Korea ignored early expert advice on the
pandemic, and others tried to end lockdowns prematurely
against scientific and medical advice that aimed to protect
public health.

Further development of data analytical methods to
analyze disease outbreak data will increase the warning

time and give policymakers a better foundation on which
to make decisions. Another positive development is the
application of data analytics to understand the course of
an outbreak and provide policymakers with insight into its
potential evolution. Scientists and public health officials
are amassing new troves of data and developing new tech-
niques to extract insights from it. The many independent
university efforts in the United States underscored the
limitations associated with the absence of a central health
data system, but they demonstrated the tremendous intel-
lectual capital that is available for a revolution in health
data analytics.?4? Centralizing relevant data in common
formats is a necessary and manageable challenge.

The CDC’s new Center for Forecasting and Outbreak
Analytics and the WHO’s Hub for Pandemic and Epidemic
Intelligence are just two examples of national and interna-
tional efforts to apply the power of data analytics to warn-
ing, prevention, mitigation, and management of disease
outbreaks. The challenges for these new organizations will
be to collect enough of the right data, maintain sufficient
funding and political support, and appear relevant as time
goes by, and they will need to demonstrate the value of
having a robust analytic capability for a day in the future
when it is truly needed. The increasing number of out-
breaks in the past 25 years from species-jumping are prob-
ably indicative of the need for developing and maintaining
robust capabilities.

The controversy over the origin of the COVID-19 virus
raised concern about research laboratories’ safety practices
and the types of research being conducted. Heretofore, the
primary response has been to add regulatory measures
to increase transparency and accountability on research
activities with potential pandemic pathogens. Regulatory
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practices have their limits. Some scientists have argued that
research that pushed the envelope of known science con-
tributed to discoveries that can help with surveillance and
vaccines, while others argue that attempting to “get ahead
of nature” by producing novel pathogens with potential to
spark a pandemic has risks that outweigh the benefits.?43
When the COVID-19 pandemic declines, it will be a good
time to revisit regulations, training, and educational activi-
ties that ensure research is safe, secure, and in the public
good.

Laboratory surety is essential to effectively managing
the risks and benefits of research involving infectious dis-
eases. As the number of labs proliferates, global standards
for safety and security “best practices” are essential. How-
ever, in addition to regulatory processes, there is a need
to train a generation of scientists and public health offi-
cials in making good judgments about research benefits
and risks, foster a culture of moral responsibility, and
encourage transparency in laboratory work.

As two former lab directors argued, “Neither regula-
tion nor leadership alone are a 100% solution, but sound
leadership [about] ‘doing the right thing’ in our labs cost[s]
nothing.”?44 David Franz, one of the lab directors, argued
in another publication that “Success in applying appropri-
ate safety procedures is not about ‘things” as much as it is
about ‘people’ and behavior. I have personally witnessed
laboratory activities ongoing with high-hazard pathogens
in parts of the globe where facilities and equipment were
inadequate by our standards, yet careful and thought-
ful people were able to accomplish their laboratory tasks
safely and efficiently.”>*> Public health decisionmakers and
laboratory managers who make funding decisions, hire
researchers, and approve research plans have a critical lead-

ership responsibility that cannot easily be regulated into
place. A combination of education and professional men-
torship is required to develop responsible research leaders
who can chart the best course of action based on the avail-
able science at the time.

Finally, disease does not recognize national bound-
aries. Despite political divisions in the United States, it is
heartening to see polling results suggest that the American
people appreciate that providing vaccines to other countries
and helping to reduce the spread of COVID-19 in other
countries is critical to reducing the risks we face in the
United States. In many respects, this finding runs coun-
ter to the views of those who have embraced an “America
can go it alone” attitude in world affairs. One of the great
benefits of globalization is that people can travel widely
about the planet to see friends, relatives, and the wonders
of the world. Where people go, diseases may go with them.
Similarly, where medical remedies to disease outbreaks are
discovered, they must go around the globe to be effective.
Given the strength of the U.S. pharmaceutical industry and
scientific and public health research communities, U.S.
leadership on global public health issues is critical.

Additional Issues for Research

As stated at the outset, this collection of essays covers only
a select set of the many topics worthy of examination in the
wake of the coronavirus pandemic. In conclusion, we high-
light three noteworthy issues that warrant consideration
that this study did not examine in detail. First, practices
for confronting COVID-19 varied considerably across the
globe. China, for example, relied to a great extent on lock-
downs and mandatory testing. Australian political leaders
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reacted quickly to the discovery of the virus, sought and
followed the advice of public health authorities, imple-
mented rigorous lockdown measures, and benefited from

a public history of trust in government amid a crisis.?4
Sweden pursued a course that emphasized economic func-
tioning and protection of elderly and vulnerable popula-
tions, but with minimal attention to physical distancing
and travel restrictions.?#” Similarly, how do we explain
what seem to be so few COVID-19 cases in sub-Saharan
Africa, and what are the implications for the distribu-

tion of public health resources in the region when cases of
malaria, polio, measles, and meningitis are prevalent??48
Many other policy variants were implemented as well, yet
we know comparatively little about which were the most
effective.?*® Perhaps even more important, we know little
about which might be most appropriate and effective in the
United States. A systematic review of lessons learned seems
appropriate.

Second, in the United States, the states have consid-
erable autonomy and control over public health policy-
making. The initial cooperation with federal government
guidance disintegrated over time in certain states in ways
that ultimately resulted in political stances against federal
public health guidance—and more preventable deaths.
President Trump’s disdain for the advice of government
public health professionals and attacks on political oppo-
nents for embracing their counsel for his own political
purposes aggravated the situation. Initially, public opinion
was marked by hope and uncertainty that several weeks of
isolation and improved hygiene would be sufficient.

President Trump and other senior administration
officials provided guidance that devolved over time into
denial, rejection of scientific advice, false optimism for

political purposes, and thinly veiled anti-Asian racism.
Senior leaders in Brazil, Russia, and India articulated simi-
lar views with tragic results. These politically motivated
views contributed to opposition to basic COVID-19 pro-
tection measures, such as masks and physical distancing.
Eventually, pockets of strong opposition to vaccination
arose. Along the way, Texas, Arkansas, and several other
states opted to ban mask requirements, particularly in the
school environment. Still other states sued the federal gov-
ernment, and challenges are reaching the Supreme Court.
The result is a patchwork of approaches to pandemic con-
trol and weakened public health authorities that may leave
the United States at risk of an uncoordinated and ineffec-
tive response in future public heath crises.

Third, and perhaps most importantly, deliberate
manipulation of news and facts made the pandemic worse
than it otherwise would have been. Misinformation down-
played the severity of COVID-19, promoted the false prom-
ise of untested cures and prophylactics, and contributed to
slow vaccine uptake. The strategy for the next pandemic
must rely on science-based guidance, communicate it
effectively, and identify effective approaches for countering
spurious information. Without more-effective communica-
tion of science-based public health guidance, the nation’s
approach to the next pandemic risks, once again, being
inchoate and fractionated.

As the shadow of the COVID-19 pandemic begins to
lift, it is time to take stock. Governmental and professional
bodies will likely establish commissions and panels to
review different aspects of the pandemic. Several leading
members of Congress have called for a 9/11-style indepen-
dent commission to review the U.S. response to the pan-
demic as a way to improve policies, plans, and procedures
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for enhancing the U.S. ability to contend with a future
pandemic.2>® The outbreak’s origin, responses to it by politi-
cal leaders and public health officials, scientific research on
the disease, and medical procedures and remedies are just a
few of the topics that will undoubtedly be examined.?>! This
volume is intended to contribute in a few discrete areas to
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About This Perspective

The coronavirus pandemic that began in late 2019 and continues as

of the writing of this Perspective in early 2022 has been the cause of
both tremendous tragedy—in lives lost and economic hardship—and
great triumph in the rapid development of effective vaccines. Along

this journey, nations around the world have scrambled to respond

to a once-in-a-century event that has exposed many weaknesses

in response planning and capabilities, including those of the United
States. Even as the pandemic continues, it is not too early to reflect on
the missteps that have been made and lessons that can be learned so
that the United States and nations worldwide can be better prepared
for the future. This volume contains a collection of essays that explores
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